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How many of us use online services?
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While online services have significantly transformed our
life, they also expose us to cybersecurity threats.

From: authenticationmail@trust.ameribank?.com
To: johnsmith@email.com
Subject: A new login to your bank account

Bank of America

Dear account holder,

There has been a recent login to your bank account from a new divice:
IP address: 192.168.0.1

Location; Miami, Florida

4 new transactions have been made with this account since your last login.

If this was not you, please reset your password immediately with this link:

https:/itrust.ameribank?.com/reset-password

Thank you,

Payment will be raised on
5/15/72017 16:25:02

Time Left

Your files will be lost on
5/18/2017 16:25:02

Time Left

Contact Us

Ooops, your files have been encrypted!
\What Happened to My Computer?

Your important files are encrypted

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a
way to recaver your files, but do not waste your time. Nobody can recover your
files without our decryption service

Can | Recover My Files?

Sure. We guarantee that you can recover all your files safely and easily. (But you _|
have not so enough time.)

You can try to decrypt some of your files for free. Try now by clicking <Decrypt>

If you want to decrypt all your files, you need to pay

You only have 3 days to submil the payment. After that the price will be doubied.
Also, if you don't pay in 7 days, you won't be able to recover your files fo

How Do | Pay?

10210

Cancel {I“-btﬂg’lm‘“

= = Send $300 worth of bitcoin to this address:
bitcoin

P YT | 152GqZCTcys6eCiDKEIDYPCiXIBQWRVEV

We Detected An
Unusual Login
Attempt

We noticed a login attempt to your
account that seemed suspicious. We'll
send you a security code to verify
your identity. How do you want to
receive your code?

Phone: +1 **-++-+25

Email: ¢ a@yahoo.com

These cyber threats are illegal! If you encounter any, report them to
service providers, your IT office, or regulatory agencies such as the FTC.




“Not Always lllegal” Cybersecurity Threat - Dark Pattern

» A wide range of unethical user interface (Ul) designs that deceive and manipulate users into

making unintended and potentially harmful decisions.

> Benefit online services while harming users.
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Dark Patterns

» QOur plan for today is to:
» Introduce common dark patterns, such as how they look and their consequences.
» Demonstrate them with near real-world examples.

> Give suggestions for avoiding the consequences of dark patterns.
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Five Major Categories of Dark Patterns

DARK PATTERNS

- =
A
o o OO0
NAGGING INTERFACE FORCED ACTION
INTERFERENCE

Source: "The Dark (Patterns) Side of UX Design" by Gray et al.
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» A design that persistently asks you to do something, which may not be in your best interest.

> It repeats and repeats, until you agree.

» Example: Notification request of an app
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https://dptrek.github.io/dptrek/DP_website/Try/Nagging/ex.html

» Real-world example: Notification request of Instagram

» “OK": Receiving numerous promotional notifications. Blaase Tian G Hoa Nostions

Know right away when people follow
you or like and comment on your

> “Not Now”: Receive tons of notification requests later. i

» It is annoying, isn't it? But why does the company have this

design?
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> Notification request of Instagram

» “OK": Receiving numerous promotional notifications. Blaase Tian G Hoa Nostions

Know right away when people follow
you or like and comment on your

> “Not Now”: Receive tons of such requests later. T

» It is annoying, isn't it? But why does the company have this

design?

» They want you to turn on notifications.
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> Notification request of Instagram

» What can | do if | don't want to? Please Turn On Notifications

Know right away when people follow
you or like and comment on your

photos,

> Solution: Exit the app.
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Nagging Use enhanced location
service?

> Another example: Location request from Google: Let Google’s location
service help apps

determine location. This
means sending
agree rate). anonymous location data

» “Agree”:. Surrender control of your location data (80%+

to Google, even when no
apps are running.

» “Disagree”: Receive tons of location requests later.
Don't show again

» Solution: “Disagree” + “Don’t show again”.

Disagree
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Sneaking

» A design that intentionally hides or obscures important information from users.

» Example: Sneaking items into your shopping cart
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https://dptrek.github.io/dptrek/DP_website/Try/Sneaking/ex.html

Sneaking

» Real-world example: Sneaking items
> If you miss it, you will pay for the sneaking items, even though you don't want it.

> Why does the company have this design?
&%5) SPORTS DIRECT .com o Q searcn e a

1350€
Mens Ladies Kids Football Shirts Accessories Sports Envio desde: Amazon

Vendido por: Amazon

. Compra recurrente
My Shopping Bag I 13,50 € (5,70 € / 100 ml)
1va [a compra recurrente y

<< CONTINUE SHOPPING SECURE CHECKOUT g ahorra hasta un §%.

= 5in coste adicional
+ Envio gratuito

Product Datalls l:luantl'.y Unit Prica Total g cancela (uandD quigrﬂs
Mas informacidn
Asolo Ascender Mens Walking Boots Recibelo el sibado, 4 sept.
L Colour Graphze  Size 12 = L Remove £1400 £14.:
En stock.
= Forever Sports Sporls Fantastic Value Magazine and Free Cantidad 1
By GiantMug (Go to your Bag to remove) = 1 Remove £1.00 £1.00
3 Colour - Staw M Entrega cada:
3 meses (Mas comuin) ~
Lo L UPDATE BAG d ]
Configurar ahora
o , sub Total £185.99
University of Central Florida Entregas automiticas vendidas por

<< CONTINUE SHOPPING

SECURE CHECKOUT g Amazon.es




Sneaking

» Sneaking items
» Why does the company have this design?

» They want your money!
E%5) SPORTSDIRECT.com oo Q searcn o a

13,50 €
Mens Ladies Kids Football Shirts Accessories Sports Emvio desde: Amazon

Vendido por: Amazon

. Compra recurrente
My Shopping Bag I 13,50 € (5,70 € £ 100 ml)
iva la compra recurrente y

« Sin coste adicional
+ Envin gratuito
Product Detalls Quantity Unit Prica Total « Cancela cuando quieras
Mas informacién
Asolo Ascenger Mens Walking Boats Recibelo el sibado, 4 sept.
L Caolour Graphits  Sis 12 = L Remove £154.00 £194.99
En stock.
i Forever Sports Sporis Fantastc Value Magazine and Free Cantidad 1 ~
0Ky  Giant Mug (Go to your Bag to remave) = 1 Remave £1.00 £1.00
b Colour- Sire M Entrega cada:

3 meses {Mas comun) ~

e UPDATE BAG
Configurar ahera
- . sub Total £185.99
UnlverSIty of Central Florida Entregas automiticas vendidas por
Amazoncs

<< CONTINUE SHOPPING

SECURE CHECKOUT [




Sneaking

» Sneaking items
» What can | do about it?

» Solution: Double Check + Remove
E%D) SPORTSDIRECT.com = ovics Q seacn o a

13,50 €
Mens Ladies Kids Football Shirts Accessories Sports Emvio desde: Amazon

Vendido por: Amazon

. Compra recurrente
My Shopping Bag I 13,50 € (5,70 € £ 100 ml)
iva la compra recurrente y

« Sin coste adicional
+ Envin gratuito
Product Detalls Quantity Unit Prica Total « Cancela cuando quieras
Mas informacién
Asolo Ascenger Mens Walking Boats Recibelo el sibado, 4 sept.
L Caolour Graphits  Sis 12 = L Remove £154.00 £194.99
En stock.
i Forever Sports Sporis Fantastc Value Magazine and Free Cantidad 1 ~
0Ky  Giant Mug (Go to your Bag to remave) = 1 Remave £1.00 £1.00
b Colour- Sire M Entrega cada:

3 meses {Mas comun) ~

e UPDATE BAG
Configurar ahera
- . sub Total £185.99
UnlverSIty of Central Florida Entregas automiticas vendidas por
Amazoncs

<< CONTINUE SHOPPING

SECURE CHECKOUT [




Sneaking

» Another example: Bait and Switch, where users are lured in

with an attractive offer, only to find that the actual product or

achdas SFEDE & MORDS

ta

service is completely different or less desirable.

EMDE 0808000 2 2150 | MAK 20 DR CLIETORMER

» Something “FREE” is no longer available.

> Solution: Quit + Report F R E E @& AppStore

GIANT MUG

WHEN YOU BUY P> Google Play
ON THE APP '
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Sneaking

» Another example: Hiding information that is

critical to users.

» For Rac.co.uk, the option for users to “opt

out of sharing information and email spam’

is hidden in “More info”.

> Solution: Check "More info"

University of Central Florida

vy DBasket
Vehicle Check £14.99

Promotion code

Apply

Total £14.99

| have read and understood the
Terms and Conditions

More info v

ws DBasket
Vehicle Check £14.99

Promotion code

Apply

Total £14.99

@ | have read and understood the
Terms and Conditions

Less info &

By submitting your details you
consent to RAC keeping you
informed by mail and email of
exclusive offers and services
from us and from carefully

selected partners. For more
infarmatinn ahaut how wa 11=a
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Obstruction

> A design that makes it extremely difficult for users to do what they want.

» Example: Website cookies setting
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https://dptrek.github.io/dptrek/DP_website/Try/Obstruction/ex.html

Here is an update from Bear Valley School
Obstruction All Parents
Saturday, October 15 from 01:30 PM to 02:30 PM

» Real-world example: 1-click sign up.

Click here for one-click volunteer & supplies sighups

» What will happen if | want to close my account?
» Extremely difficult to get out of it

» Why does the company have this design? Your Account

Interested in discussing your plan, your account options,

or closing your account?
Contact Us
Our account repi

resentatives are available Monday through Friday, 2:00 p.m. to 3:15 pm.
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Here is an update from Bear Valley School
Obstruction All Parents
Saturday, October 15 from 01:30 PM to 02:30 PM

» 1-click sign up.

Click here for one-click volunteer & supplies sighups

» Why does the company have this design?

» They don't want you to close.

Your Account

Interested in discussing your plan, your account options,

or closing your account?

Contact Us

Our account representatives are available Monday through Friday, 2:00 p.m. to 3:15 pm.
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Obstruction

» 1-click sign up.
» What can | do about it?

» Solution: Contact + Close

University of Central Florida

Here is an update from Bear Valley School

All Parents

Saturday, October 15 from 01:30 PM to 02:30 PM

Click here for one-click volunteer & supplies sighups

1-Click Sign Up

Your Account

Interested in discussing your plan, your account options,

or closing your account?

Contact Us

Our account representatives are available Monday through Friday, 2:00 p.m. to 3:15 pm.
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Obstruction

» Another Example: Privacy Maze, where users have to go through lengthy steps to cancel advertising.

» Solution: Be patient + Cancel

@ General

Wi-Fi Address

| Sounds
W) Bluetcoth

h Wall
@ Brightness & Wallpaper MEl

L Privacy : IcCID

£ iCloud Modem Firmware

i_{ Mail, Contacts, Calendars 3
Advertising

Diagnostics & Usage

Legal
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Interface Interference

> A design that manipulates, misleads or pressures you into making choices you might not otherwise

make.

» Example: By-default advertising opt-in

University of Central Florida Page 23


https://dptrek.github.io/dptrek/DP_website/Try/Interference/ex.html
https://dptrek.github.io/dptrek/DP_website/Try/Interference/ex.html
https://dptrek.github.io/dptrek/DP_website/Try/Interference/ex.html
https://dptrek.github.io/dptrek/DP_website/Try/Interference/ex.html
https://dptrek.github.io/dptrek/DP_website/Try/Interference/ex.html

Interface Interference

» Real-world example: Highlighted Opt-in

delish

» What if | want to opt out?

FLYING SOLO? GET OUR EASY AND DELICIOUS

N 14 SIMPLE DINNERS

> "No thanks" is less noticeable. \ FOR ONE i
[
» Why does the company have this design? =

SHOW ME 14 SIMPLE DINNERS
I Mo thanks, I'll have a microwave dinner tonight

iy
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Interface Interference

> Highlighted Opt-in

delish

» Why does the company have this design?

FLYING SOLO? GET OUR EASY AND DELICIOUS

X 14 SIMPLE DINNERS
» They want you to subscribe and buy. R FOR ONE

[~

SHOW ME 14 SIMPLE DINNERS
I Mo thanks, I'll have a microwave dinner tonight

P2

University of Central Florida Page 25



Interface Interference

> Highlighted Opt-in

delish

» What can | do about it?

FLYING SOLO? GET OUR EASY AND DELICIOUS

N 14 SIMPLE DINNERS
» Solution: Pay attention to less noticeable options k FOR ONE

[~

SHOW ME 14 SIMPLE DINNERS
I Mo thanks, I'll have a microwave dinner tonight

iy
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Interface Interference o

i
Official Website of Donald J. Trump for President

WE MADE HISTORY

We showed America the silent majority is no longer
silent. We've made history. We made our hopes, our
dreams - our limitless potential - a reality. We created
a government that is once again of, by and for the
people.

» Another Example: Pre-ticked options

But those same forces that tried to stop us during the
election are still out to destroy our movement

» "Make this a monthly recurring donation" is pre-
ticked.

We must keep fighting the media, Democrats, and the
special interests who thrive off of the swamp

Contribute to keep fighting for America.

Your contribution will benefit Donald J. Trump
for President, Inc

> Solution: Double check the pre-ticked options

Make this a monthly recurring donation

Let's break a fundraising record on
President Trump's birthday! Join now!
This additional donation will process on 6/14

$150 Monthly
+$150 on 6/14

Donated before using an account? Login
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Interface Interference

» Example: False urgency

Hurry up! Sale ending in:

«««««

Sale Ends Once The Timer Hits Zero!

University of Central Florida

Men’s Size:

6 (XL) v

Only 3 left in stock

ADD TO SHOPPING BAG >

Page 28



Forced Action

> A design that forces users to do something.

» Example: SMS Subscription
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https://dptrek.github.io/dptrek/DP_website/Try/Forced/ex.html

WARHAMMER
anss

N AN o \AZA D

Forced Action

The Dawn of War lll Open Beta will run from
. 10am PST April 21st to 10am PST April 24th.
. 17 I
» Real-example: The “Sign Up” page i _
The beta will include a range of different
maps, modes and other game content to try -
click here for an overview of what's included

» What if | want to sign up without "email me the e Lk e

Sign up below to register for access. If you're
new, you will need to create a Relic Link

latest news and offers"? sccount

&8  bull@sht.com

» There is no way but to accept it
5]

» Why does the company have this design?

J Yes, please emall me the latest news and offers
from Relic.

SIGN UP FOR DPEN BETA
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WARHAMMER
anss

D AVAZN o \AZA D

Forced Action

The Dawn of War lll Open Beta will run from
. 10am PST April 21st to 10am PST April 24th.
13 ”
» The “Sign Up” page i _
The beta will include a range of different
maps, modes and other game content to try -
click here for an overview of what's included

» Why does the company have this design? B

Sign up below to register for access. If you're
new, you will need to create a Relic Link
account.

» They want to send you emails as many as possible

&8  bull@sht.com

J Yes, please emall me the latest news and offers
from Relic.

SIGN UP FOR DPEN BETA
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Forced Action

» The “Sign Up” page
» What can | do about it?
> Solution: Exit the website

> Solution: Accept then unsubscribe

University of Central Florida

WARHAMMER
anss

N AN o \AZA D

The Dawn of War lll Open Beta will run from
10am PST April 21st to 10am PST April 24th.

The beta will include a range of different
maps, modes and other game content to try -
click here for an overview of what's included
vs. the full game.

Sign up below to register for access. If you're
new, you will need to create a Relic Link
account.

&8  bull@sht.com

J Yes, please emall me the latest news and offers
from Relic.

SIGN UP FOR DPEN BETA
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Forced Action

» Another example: Paywall
> It requires users to register or subscribe before use.

> Solution: Exit the website

University of Central Florida

THE WALL STREET JOURNAL.

Continue reading your article with
a WSJ subscription

Special Offer
$2/Week for 1Year

Already a subscriber? Signin
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Current Status of Dark Patterns

» Dark patterns remain prevalent in online services.

FTC, ICPEN, GPEN Announce Results of 8/2/22-RESEARCH . . . . .
Review of Use of Dark Patcerns Affecting A rise in unfair online commercial practices in
Subscription Services, Privacy .

Results come as FTC assumes presidency of ICPEN, an th e E u ropea n U n I on

international network of consumer protection authorities . .
97% of the most popular websites and apps used by European consumers engaged in at least one

July 10,2024 @ X @ Of I’hE'SE' prﬂfﬁfes

Nearly 76% of sites and apps use at least one dark 97% top websites and apps use dark patterns.
pattern, with 67% employing multiple.
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Current Status of Dark Patterns

» Increasing research are addressing dark patterns. /\
» Using Al to detect dark patterns, but not practical.

We have to face dark patterns
for a considerable amount of
time.

» More regulations, but difficult to implement.

4
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Suggestions

» Companies use dark patterns to:
» Advertise more to you
» Maximize profits from you
» Collect more personal data from you
» Ensure you register

» Get you to agree to everything...
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Suggestions

» To combat dark patterns, you need to:
» Pay attention to less noticeable options
» Double-check your shopping cart before completing purchases
» Be cautious of options that are pre-selected for you
» Avoid registering unless absolutely necessary

» Stay vigilant and aware of potential manipulative designs

Thank You! Questions and Discussions?

University of Central Florida
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