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How many of us use online services?
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While online services have significantly transformed our 
life, they also expose us to cybersecurity threats. 

These cyber threats are illegal! If you encounter any, report them to 
service providers, your IT office, or regulatory agencies such as the FTC.
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"Not Always Illegal" Cybersecurity Threat – Dark Pattern

 A wide range of unethical user interface (UI) designs that deceive and manipulate users into 

making unintended and potentially harmful decisions. 

 Benefit online services while harming users.
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Dark Patterns

  Our plan for today is to:

 Introduce common dark patterns, such as how they look and their consequences.

Demonstrate them with near real-world examples.

Give suggestions for avoiding the consequences of dark patterns.

Conceptualize Demonstrate Suggestions
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Five Major Categories of Dark Patterns

Source: "The Dark (Patterns) Side of UX Design" by Gray et al.



University of Central Florida Page 7

Nagging

 A design that persistently asks you to do something, which may not be in your best interest.

 It repeats and repeats, until you agree.

 Example: Notification request of an app

https://dptrek.github.io/dptrek/DP_website/Try/Nagging/ex.html
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Nagging

Real-world example: Notification request of Instagram

 “OK”: Receiving numerous promotional notifications.

 “Not Now”: Receive tons of notification requests later.

 It is annoying, isn't it? But why does the company have this 

design?
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Nagging

Notification request of Instagram

 “OK”: Receiving numerous promotional notifications.

 “Not Now”: Receive tons of such requests later.

 It is annoying, isn't it? But why does the company have this 

design?

 They want you to turn on notifications.
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Nagging

Notification request of Instagram

What can I do if I don't want to?

 Solution: Exit the app.
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Nagging

 Another example: Location request from Google:

 “Agree”: Surrender control of your location data (80%+ 

agree rate).

 “Disagree”: Receive tons of location requests later.

 Solution: “Disagree” + “Don’t show again”.
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Sneaking

 A design that intentionally hides or obscures important information from users. 

 Example: Sneaking items into your shopping cart

https://dptrek.github.io/dptrek/DP_website/Try/Sneaking/ex.html
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Sneaking

Real-world example: Sneaking items 

 If you miss it, you will pay for the sneaking items, even though you don't want it.

 Why does the company have this design?
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Sneaking

 Sneaking items 

Why does the company have this design?

 They want your money!
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Sneaking

 Sneaking items 

What can I do about it?

 Solution: Double Check + Remove
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Sneaking

 Another example: Bait and Switch, where users are lured in 

with an attractive offer, only to find that the actual product or 

service is completely different or less desirable.

 Something “FREE” is no longer available. 

 Solution: Quit + Report
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Sneaking

 Another example: Hiding information that is 

critical to users. 

 For Rac.co.uk, the option for users to “opt 

out of sharing information and email spam” 

is hidden in “More info”.

 Solution: Check "More info"
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Obstruction

 A design that makes it extremely difficult for users to do what they want.

 Example:  Website cookies setting

https://dptrek.github.io/dptrek/DP_website/Try/Obstruction/ex.html
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Obstruction

Real-world example: 1-click sign up.

What will happen if I want to close my account?

 Extremely difficult to get out of it

Why does the company have this design?
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Obstruction

 1-click sign up.

Why does the company have this design?

 They don't want you to close.
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Obstruction

 1-click sign up.

What can I do about it?

 Solution: Contact + Close
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Obstruction

 Another Example: Privacy Maze, where users have to go through lengthy steps to cancel advertising.

 Solution: Be patient + Cancel
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Interface Interference

A design that manipulates, misleads or pressures you into making choices you might not otherwise 

make.

 Example: By-default advertising opt-in

https://dptrek.github.io/dptrek/DP_website/Try/Interference/ex.html
https://dptrek.github.io/dptrek/DP_website/Try/Interference/ex.html
https://dptrek.github.io/dptrek/DP_website/Try/Interference/ex.html
https://dptrek.github.io/dptrek/DP_website/Try/Interference/ex.html
https://dptrek.github.io/dptrek/DP_website/Try/Interference/ex.html
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Interface Interference

Real-world example: Highlighted Opt-in

What if I want to opt out?

 "No thanks" is less noticeable.

Why does the company have this design?
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Interface Interference

Highlighted Opt-in

Why does the company have this design?

 They want you to subscribe and buy.
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Interface Interference

Highlighted Opt-in

What can I do about it?

 Solution: Pay attention to less noticeable options
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Interface Interference

 Another Example: Pre-ticked options 

 "Make this a monthly recurring donation" is pre-

ticked.

 Solution: Double check the pre-ticked options 
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Interface Interference

 Example: False urgency
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Forced Action

A design that forces users to do something.

 Example: SMS Subscription

https://dptrek.github.io/dptrek/DP_website/Try/Forced/ex.html


University of Central Florida Page 30

Forced Action

Real-example: The “Sign Up” page 

What if I want to sign up without "email me the 

latest news and offers"?

 There is no way but to accept it

Why does the company have this design?
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Forced Action

 The “Sign Up” page 

Why does the company have this design?

 They want to send you emails as many as possible
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Forced Action

 The “Sign Up” page 

What can I do about it?

 Solution: Exit the website

 Solution: Accept then unsubscribe
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Forced Action

 Another example: Paywall

 It requires users to register or subscribe before use.

 Solution: Exit the website
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Current Status of Dark Patterns

Nearly 76% of sites and apps use at least one dark 
pattern, with 67% employing multiple.

97% top websites and apps use dark patterns.  

Dark patterns remain prevalent in online services. 
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Current Status of Dark Patterns

 Increasing research are addressing dark patterns. 

Using AI to detect dark patterns, but not practical.

More regulations, but difficult to implement.
We have to face dark patterns 
for a considerable amount of 

time.
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Suggestions

Companies use dark patterns to:

 Advertise more to you

Maximize profits from you

Collect more personal data from you

 Ensure you register

Get you to agree to everything...
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Suggestions

 To combat dark patterns, you need to:

 Pay attention to less noticeable options

Double-check your shopping cart before completing purchases

 Be cautious of options that are pre-selected for you

 Avoid registering unless absolutely necessary

 Stay vigilant and aware of potential manipulative designs

Thank You! Questions and Discussions?
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