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Abstract—Ithasbeendemonstratedinnumerousprevious
studiesthatAndroidanditsunderlyingLinuxoperatingsystems
donotproperlyisolatemobileappstopreventcross-appside-
channelattacks.Cross-appinformationleakageenablesmalicious
Androidappstoinfersensitiveuserdata(e.g.,passwords),
orprivateuserinformation(e.g.,identityorlocation)without
requiringspecificpermissions.Nevertheless,nopriorworkhas
everstudiedtheseside-channelattacksoniOS-based mobile
devices.OnereasonisthatiOSdoesnotimplementprocfs—
themostpopularside-channelattackvector;hencethepreviously
knownattacksarenotfeasible.

Inthispaper,wepresentthefirststudyofOS-levelside-
channelattacksoniOS.Specifically,weidentifiedseveralnew
side-channelattackvectors(i.e.,iOSAPIsthatenablecross-app
informationleakage);developed machinelearningframeworks
(i.e.,classificationandpatternmatching)thatcombinemultiple
attackvectorstoimprovetheaccuracyoftheinferenceattacks;
demonstratedthreecategoriesofattacksthatexploitthesevectors
andframeworkstoexfiltratesensitiveuserinformation. We
havereportedourfindingstoAppleandproposed mitigations
totheattacks.Applehasincorporatedsomeofoursuggested
countermeasuresintoiOS11andMacOSHighSierra10.13and
laterversions.

I. INTRODUCTION

AndroidandiOSarethetwo mostpopularoperating
systems(OS)usedinsmartphones,wearables,andtablets.
Securityofsuchmobilesystemshasbeenwidelystudiedin
thepastdecade,mostlyinthecontextofAndroid[31],[36],
[42],[45],[66],[67],withsomelimitedeffortoniOS[34],
[37].Ofparticularinteresthereareaseriesofside-channel
attacks,whichempoweranuntrustedthird-partyapp(e.g.,free
games)toinferprivateuserinformationbymonitoringthe
executionofOSservicesortrustedapps(e.g.,bankingapps).
Side-channelattackstypicallydonotexploitsoftwarevulnera-
bilitiestoacquiresecretdatadirectly.Instead,confidentialuser
informationisinferredfromvectors(featuresofthetargetas
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observedbytheadversary)thatareconsideredharmlessbut
actuallyrevealsomeartifactsofthetargetapporservice’s
executions.Examplesofsuchvectorsincludetheuseofshared
CPUcaches(i.e.,cachesidechannels),mobilesensors(i.e.,
sensor-basedsidechannels),andpublicAPIsprovidedbythe
OStothird-partyappsforqueryingthestatusofthemobile
device,theOS,orotherapps(i.e.,OS-levelsidechannels).

ThispaperfocusesonOS-levelsidechannels.Sofar,this
lineofresearchhasonlybeenconductedonAndroid,with
numerousstudies[31],[36],[42],[45],[64],[67]showingthat
theOSanditsunderlyingLinuxkernelfailtoproperlycontrol
theinformationleaksfromseeminglyharmlesssources—
procfs,apseudofilesystemavailableonUNIX-likeop-
eratingsystems(includingAndroid)toexportsomekernel
statistics(e.g.,virtualandphysicalmemory,CPUandnetwork
usage)totheuserspace.Thesestatisticscanbeclassified
intotwocategories:per-processstatisticsandglobalstatistics.
Per-processstatisticsrevealstheinformationpertainingto
aspecificprocess,whileglobalstatisticsreportsaggregated
informationfromallprocessesandtheentirekernel. Most
existingside-channelattacksexploitper-processstatisticsin
procfs[31],[42],[45],[64],[67].

UnlikeAndroid,iOSisknownforits moreaggressive
securitycontrols,whichrendermanyattacksthatsucceedon
AndroidlesslikelytohappenoniOS.SpecificfortheOS-level
side-channelthreats,theiOSkernelisbuiltontopofMach[22]
andFreeBSD[38],whichdoesnothaveaprocfs,essentially
shuttingdownthemainavenuefortheAndroid-styleinference
attacks.Althoughasmallamountofprocfs-alikeresources
arestillavailableoniOS(e.g.,throughsysctl())[15],
theyareunderheavyscrutinyandfacingincreasinglystringent
restrictions:asaprominentexample,sinceiOS9, Apple
hasmodifiedsysctl()todisallowasandboxedappfrom
accessinginformationaboutotherrunningprocesses[16].Asa
result,itisimpossibletodaytoconductaside-channelanalysis
oniOSbyexploitingper-appstatistics, whichcompletely
defeatsmostdemonstratedattacksonAndroid[31],[42],[45],
[64],[67].Therefore,toourknowledge,therewasnoreported
OS-levelside-channelattackoniOS.

Assuch,inthispaper,wemakethefirststeptowards
understandingcross-appside-channelrisksoniOS. More
specifically,westartedwithaninspectionofnewattackvectors
oniOS.OurstudyhasledtothediscoveryofseveralAPIs
reportingglobalstatisticsoftheentiresystem,includingCPU
usage,memoryusage,networkusage,andstorageusage,with
examplesofasubsetofthemdescribedinSec.III.These

NetworkandDistributedSystemsSecurity(NDSS)Symposium2018
18-21February2018,SanDiego,CA,USA
ISBN1-1891562-49-5
http://dx.doi.org/10.14722/ndss.2018.23260
www.ndss-symposium.org



findings,thoughnewtotheresearchcommunity,arenot
extremelysurprising,assuchfunctionalitiesaresupposedto
beprovidedbytheOStotheuserspace.Also,asonecan
anticipate,theseglobalstatisticcountersarenoisierthanper-
appstatisticcounters;whenusedindividuallyinside-channel
attacks,theydonotexposesufficientlyintelligibleinformation
aboutaspecifictarget(e.g.,aprocess).However,ourstudy
showsthatcollectively,thesecounterscanactuallybeutilized
togethertodeducesurprisinglydetaileduserdata,oncewe
haveaddressedthemachinelearningchallengesinintegrating
theinformationfromtheseindividualsources,whichhave
neverbeenconsideredinpreviousside-channelstudies.

Specifically,wedevelopedmachinelearningframeworks
thatcombinemultiplenoisyside-channelattackvectorsina
novelway.Particularly,wedesignedaclassificationframework
thatsamplestimeseriesofthedatafrom6globalstatistic
counters,reducestheirdimensionsandfurtherextractstheir
keyfeaturesfromtrainingtracesbyusingSymbolicAggregate
approXimation(SAX),Bag-of-Pattern(BOP)representation,
andSupportVectorMachine(SVM)classifiers.Alsowede-
velopedapatternmatchingframeworkthatemploysakNN
classifierwithamulti-dimensionalDynamicTime Wrapping
(DTW)algorithmtocalculatedistancemetrics.Ourevaluation
demonstratesthattheseframeworksareeffective(highaccu-
racy),efficient(shortexecutiontime),androbust(e.g.,models
trainedononedevicecanbeusedonotherdevices,asshown
inSec.VII).

Moreconcretely,wedemonstratethreecategoriesofattacks
oniOS10,thelatestiOSversionasofthetimeofwriting
thispaper:classifyinguseractivities,detectingsensitivein-
appactivities,andbypassingiOSsandboxrestrictionsto
infercross-containerfileexistencesusingatiming-basedside
channel.Specifically,wefoundthatanunprivilegedmalicious
appisabletoaccuratelyidentifytheforegroundrunningapps,
thewebsitesSafarivisits,andthelocationsearchedthrough
AppleMaps.Itcanfurthercollectenoughinformationtolink
Bitcoinaddresses,Venmousers,andTwitteruserstoadevice,
andidentifyasetofinstalledsensitiveappsthatrevealprivate
informationabouttheuser,etc.

AlthoughthefocusofourstudyisiOS,ourfindingsraise
abroaderquestionimportanttothedesignoftheoperat-
ingsystemshostingmutually-distrustingentities:Whatisthe
propermeanstoisolatetheseentitiesandpreventcross-app
sidechannelleaks,giventhehugeamount,complexinterfaces
betweenthem?Aswecanimagine,thisquestionwillbevery
importanttoiOS,toAndroid,andtootherplatformssuchas
cloudsandIoTframeworks.

ResponsibledisclosureandApple’sadoptionofourcoun-
termeasures.In May2017,wereportedourdemonstrated
side-channelattackstoApple,which,slightlytooursurprise
(giventheconventionalattitudesfromothervendorstowards
sidechannels),attachedhighimportancetoourfindingsand
assembledateamofengineersfromdifferentgroupstospe-
ciallyworkonmitigationsoftheseside-channelthreatsforthe
nextiOSrelease.Wehadseveraltechnicalmeetingswiththese
engineersanddiscussedseveralsolutionstotheproblems.As
wewilldetailinSec.VIII,someofthecountermeasureshave
beenadoptediniOS/MacOStodefendagainstourattacks.We
aregladtoseethatAppleisseriouslycommittedtomitigating

thesethreatsbymakingseveralmajorupdatesintheOSkernel.
ThethreatshavebeenfullyaddressediniOS11.1andmacOS
HighSierra10.13.1.

Contributions.Insummary,ourpapermakesthefollowing
technicalcontributions:

•Newattackvectors.WeidentifiedseveraliOSAPIsthatcan
beexploitedforside-channelinferences,whichsuggests
thatevenonanOSwithoutprocfs,itisverychallenging
toeliminateallvectorsforcross-appinformationleaks.

•Newattackmethods.Wedevelopednewframeworksto
integratethethininformationrecoveredfromindividual
vectorsintoseriousside-channelleaks,byleveraginga
setofmachinelearningtechniques. Wealsodemonstrated
therobustnessofourapproachbytrainingandtestingon
differentdevices.

•Newtargets.Wepresentedtheattacksonasetoftargets
neverexploitedinpreviousside-channelstudies,suchas
locationinferencethroughmaploading,useridentification
viaBitcointransactioncorrelation,etc.

•ProposedcountermeasuresintegratediniOSandMacOS.
Throughresponsibledisclosureandtechnicaldiscussions
withApple,someofourproposedcountermeasureshave
beenintegratedintoiOS11.1and macOSHighSierra
10.13.1.

Roadmap:Sec.IIsummarizesthebackgroundofiOScross-
appisolation.Sec.IIIhighlightsourthreatmodelandlists
severalnewside-channelattackvectorsoniOS.Threeattacks
exploitingtheseattackvectorswerepresentedinSec.IV,
Sec.V,andSec.VI.Practicalissuesrelatedtotheattacks
arediscussedandevaluatedinSec.VII. Wediscussand
evaluateseveralcountermeasurestothedemonstratedattacks
inSec.VIII,andsummarizerelatedworkinSec.IX.Sec.X
concludesthepaper.

II. BACKGROUND:IOSCROSS-APPISOLATION

SidechannelsonAndroidmobiledeviceshavebeenex-
tensivelystudiedinthepast[31],[36],[42],[45],[66],[67],
however,littleorevennoattentionhasbeenpaidtoiOScross-
appsidechannels.Inthissection,wefirstbrieflyintroducethe
cross-appisolationoniOS.Wethendescribehowside-channel
attacksoniOSdevicesaredifferentfromthoseonAndroid,
andwhytheyaremorechallengingtoconductinpractice.

Sandboxingwithrespecttofileaccess.EachiOSappis
bydefaultconfinedinasandboxatinstallation. Asand-
boxspecifieshowanappisallowedtoaccessfilesys-
temresourcesandcommunicate withotherappsorin-
teract withtheoperatingsystem.Particularly,theappis
onlyallowedtoaccessfilesinitsownbundlecontainer
directoryandafew other public directories[3]. The
pathnameofeachbundlecontainerdirectorycontainsa
UUID,whichisa32-digitrandomhexadecimalstring(e.g.,
7E698227-C8B6-4044-A215-B4CBCB8A97AB).Cross-
containerfileaccessesarepreventedbyboththerandomness
oftheUUIDsandthesandboxisolation.

Systemresources.TheInfo.plistfileofanapplication
describessystemresourcesthatareneededforanapplication
torunproperly.Thefirsttimeanappattemptstoaccesscertain
sensitivesystemresources(e.g.,LocationServices),theuseris
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askedtograntthepermissionexplicitly.Onlyappsauthorized
bytheuserareallowedtoaccessthespecificresource.This
user-centricaccesscontrolcanbeconfiguredonaper-app
basis.SinceiOS8,Applehasintroducedfiner-grainedaccess
controlpoliciestosomesystemresources.Forinstance,users
cancontrolanapptoaccessLocationServiceatanytime(i.e.,
Always)oronlywhentheappisintheforeground(i.e.,While
Using)[7].

Cross-appcommunication.Appscommonlycommunicate
witheachotherthroughschemes.Anappmayregisteracus-
tomURLschemewiththesystem(throughitsInfo.plist
file).OtherappsmayuseopenURLAPItosenddatatothe
appwhohasregisteredthecustomURL.Forexample,URL
scheme“comgooglemaps://?center=[Latitude,Longitude]”will
launchGoogle Mapandnavigatethe maps’centertothe
specifiedlocation.Anothermeanstosharedatabetweenapps
isthepasteboard.Thegeneralpasteboardprovidessystem-
wideread/writeaccesstoallapps,whilethenamedpasteboard
isonlyaccessiblebyappswithsameteamID.

Appvetting.InformationleakagemayhappenwheniOSAPIs
areusedinunexpectedmannersorwhensomeundocumented
APIsareusedbyamaliciousapp.TodefeattheseAPI-misuse
attacks,alliOSapps,beforereachingthemarket,mustbe
vettedbyApple,whowillexamineboththefunctionalityof
theappanditspotentialmaliciousactivities[21].Although
Apple’scodereviewprocessiskeptprivateandcontinuously
changing,itisbelievedthisprocessincludesdetermining
whetherprivateAPIsareusedbythesubmittedapps[28],
whetherprivatedataiscollectedandtransmitted without
notifyingtheusers[21],etc.Appsthatfailthevettingwill
berejectedbyApple.

III. SIDE-CHANNELATTACKVECTORSONIOS

Inthissection,wedescribethethreatmodelconsideredin
thispaper,andnewattackvectorsthatwehavediscoveredto
enableOS-levelside-channelattacksoniOSwithoutprocfs.

A.ThreatModel

Inthispaper,weonlyconsiderside-channelinformation
leakageontheOSlevel.Thatis,weaimtoexplorethe
APIinterfacesthatallowoneiOSapptoqueryinformation
regardingtheentireOSoraparticularapprunningonthe
samedevice(e.g.,iPhonesandiPads),andthemethodsto
exploittheleakagetoinferprivateinformationabouttheuser
ofthedevice. Moreparticularly,weassumethattheuser
downloadsamonitoringappfromiOSAppStore.Aswillbe
discussedinSec.VII,ourmonitoringappdisguisesitselfasan
audioplayer,andregisterstheAudiobackgroundmodeinits
Info.plistfiletoruninthebackground.Noadditional
permissionrequestneedstobe madeatruntime. Wewill
showhowthismonitoringappcanutilizesomeOS-levelside-
channelattackvectorsoniOS(tobediscussedshortly)to
breachuserprivacy.OutofthescopeareCPUcacheside
channels[66],electronicmagneticsidechannels[24],[39],
[40],andmobilesensorbasedsidechannels[50],[52],[53],
[57].Astheyexploreleakagethrough micro-architectures,
electronicmagneticemission,ordeviceorientation,whichare
notspecifictoiOS.

B.NewAttackVectors

Wehaveidentifiedseveral newattackvectorsoniOS
thatenablecross-appinformationleakage.Particularly,these
vectors willallowaniOSapptolearntheglobalusage
statisticsofmemoryandnetworkresources,andtheexistence
offileswithoutanyaccesspermissions.

Memoryresources:host_statistics64(). Theglobalusageof
memoryresources,suchasthenumberoffreememorypages
(free_count)andthecumulativenumberofpagefaults
(faults),canbequeriedthroughthisAPI.Appsdonotneed
specialentitlementstoaccesshost_statistics64(),
whichisaninterfaceusedbyiOSappstoaccessmemory
informationofthecurrentdevice.Westaticallyanalyzed7,418
iOSapps1usingastatictoolbasedonCapstone[6],andfound
that1,230ofthemincludethisAPI.

Networkresources:getifaddrs().Theusageoftheglobal
networkresourcecanbequeriedthroughthisAPIwithoutspe-
cialentitlements.Thegetifaddrs()APIreturnsalinked
listdatastructuredescribingeachofthenetworkinterfaces
ofthelocalsystem,bystoringtheaddressofthefirstitem
ofthelistin*ifap,theargumentpassedtotheAPI.One
caniteratethroughifap->ifap_nexttoenumerateallthe
interfaces.Foreachiteminthislinkedlist,onecanread
ifap->ifa_datatolearnthestatisticsofthetrafficthat
goesinoroutthroughthisinterface.Inparticular,wecollected
thetrafficofen0(WIFIinterface)foranalysisinSec.IV.
Otheractiveinterfacesincludelo0,ipsec0,pdp_ip0,etc.
getifaddrs()iswidelyusedbybothappdevelopersand
third-partylibraries.Inourstaticanalysis,wefound3,955out
of7,418appsincludetheAPIintheapps.iOSappsusethis
APIinmanydifferentways.Forexample,anappcouldcollect
network-relatedinformationanduploadittoaremoteserver
forcrash/errorreportingpurposes.ItmayalsousetheMAC/IP
asanidentifierofthedevice.

FileSystems:[NSFileManagerfileExistsAtPath:].Whenan
apphasproperpermissiontoaccessafileordirectory,theAPI
willreturntothecallerwhetherthequeriedfileordirectory
exists.However,whenanappdoesnotpossesstherequired
permission,thereturnvaluewillalwaysbeFALSE.This
sandboxruleprotectssensitivefilesfrombeingaccessedbyun-
privilegedthird-partyapps.[NSFileManagerfileExistsAtPath:]
isafrequentlyusedObjective-CAPI,whichisreferencedby
7,331of7,418apps.Forexample,toavoidexceptions,anapp
maycheckwhetherafileexistsbeforereadingfromit.

However,wefoundthatthisprotectingmechanismcan
becircumventedusingatimingchannel.Thoughtheresult
willalwaysbeFALSEwhenthecallerdoesn’thaveproper
permission,theexecutiontimeofthis APIvariesvastly.
Whenthefileordirectoryactuallyexists,thefunctioncall
willexecutemuchslowerthanthecaseswherethefileor
directorydoesn’texistatall. Weconjecturethisisbecause
whenafileexists,additionalpermissioncheckswillincur.This
executiontimedifferenceisbigenoughtobemeasuredusing
theAPImach_absolute_time().Therefore,onecould
utilizethistimingchanneltotellwhetherafileordirectory
exists,regardlessofthesandboxisolation.InSectionVI,we

1Theseappsweresampledfrom26categoriesinApple’sAppStore;they
wereupdatedbetweenJan.1,2016andFeb.23,2017.
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Amazon Yelp                  Spotify

Fig.1:Tracesofglobalstatistics whenthreeiOSapps,
Amazon,Yelp,andSpotifywerelaunchedandsuspendedin
asequence.

showthatthissidechannelresultsinsevereprivacyleakage
oniOS.

IV. ATTACK1:CLASSIFYINGUSERACTIVITIES

Inthissection,weshowhowamaliciousiOSappmay
exploittheseattackvectorstoclassifytheuser’sactivitieson
iOSdevices.

Category Feature

VM

free_count
active_count
zero_fill_count
faults

NW
en0ibytes
en0obytes

TABLEI:Attackvectors.

Weexploited6features
revealingtheglobalstatis-
ticsof memoryandnet-
workresourcesintheat-
tacks.Thesefeaturesare
listedinTableI.Specif-
ically, wecollecteddata
from4featuresthatde-
scribestatisticsofvirtual
andphysicalmemoryus-
age(i.e.,categoryVM),in-
cludingfree_count(thenumberoffreephysicalmem-
orypagescurrentlyavailableintheoperatingsystem),
active_count(thetotalnumberofpagescurrentlyin
useandpageable),zero_fill_count(thenumberof
zero-fillpages),andfaults(thecumulativenumberof
pagefaults).Thesedatawerecollectedbyrepeatedlycall-
inghost_statistics64(). Byextractingdatafrom
getifaddrs()insimilarmanners,wecollecteddatafrom2
featuresdescribingnetworkusage(i.e.,categoryNW):ibytes
andobytes,whichreportthecumulativenumberofbytes
receivedandsent,respectively,fromtheWifiinterfaceen0.

Fig.1showsthedatatracesofthese6features(witheach
pointshowingthedifferencebetweentwoconsecutivedata
pointsoftherawdata)collectedbyaniOSapprunningin
thebackground,whenthreeapps,Amazon,Yelp,andSpotify,
werelaunchedandthensuspended(pressingtheHomebutton)
inasequence.Eachdatapointinthefiguresshowsthevalue
changeofthefeaturecomparedtothelastreading.TheAPIs
werecalledperiodicallyatthefrequencyof1000timesper
second. Wecanseefromthefigurethattheuser’sactivities

canberoughlyidentifiedbyeyeballingthetracesofmemory
andnetworkstatistics. Morespecifically, whenanappis
launched,thetotalnumberoffreephysicalmemorypages(i.e.,
free_count)drops,thepagefaultcountincreasesdramat-
icallyinashortperiod,andintenseinboundandoutbound
networkactivitiesareobserved(seeFig.1). WhentheHome
buttonispressed,typicallysomememory(e.g.,increasedvalue
offree_count)andnetworkactivitiescanbeobserved.

Theseresultssuggestthatitispossibletoinferuser’s
activitiesfromtheseglobalstatisticcounters.However,unlike
previouslydemonstratedside-channelattacksthatsampledata
fromprocfsper-appstatistics,globalcountersare much
noisier.Byeyeballingthetracesfromdatacollectedfrom
multiplerunsofthesameexperiments,itseemsverychal-
lengingtoexploitanyofthesefeaturesalonetosuccessfully
identifytheuser’sactivitiesrelatedtoaspecificapp.Indeed,
aswewillshowinFig.3,noneofthesefeaturescanbeused
individuallytoachievehighaccuracyintheclassificationof
themobileuser’sactivities.Assuch,aclassifierthatcombines
thesefeaturestogethermustbebuilt.

Priorstudiesthatanalyzeside-channeldatatracesforin-
ferenceattackstypicallyonlyutilizeonedatatracetoperform
theattacks[32],[36],[41],[48],[50],[53].Intheseattacks,a
singleside-channeltraceistypicallysufficientfortheintended
attackgoals.Thechallengewefacewhenconductingside-
channelanalysiswithmultipleside-channeltraces(witheach
tracebeingatimeseriesofdatapoints)istoreducethe
dimensionofdataforclassification.Towardsthisend,we
designedanewclassificationframeworktoperformside-
channelinferenceattackswithmultipledatatraces.

A.AttackMethods

Wedevelopedaclassificationframeworkthatmapsaset
ofltimeseriesofnside-channelobservationstoa“label”,L,
whichcorrespondstosomeuser’sactivityonthedevice.More
formally,

X1t,X
2
t,···,X

l
t ⇒L

whereXit=(X
i
t1,X

i
t2,···,X

i
tn).Ourclassificationframe-

workconsistsofthreemajorcomponents:SAX,BOP,and
SVM,whichwillbeexplainedindetailsbelow.

1)SAX:SymbolicAggregateapproXimation(SAX)was
inventedbyKeoghandLinin2002[54].Itenablesusto
encodethetimeseriesinanefficientway,withoutlosing
importantinformation.Itrequiresatimeseriesasinput,andit
willoutputastringthatrepresentsthistimeseries.Thebasic
workflowofSAXis:

(a)DimensionalityReduction.Toreduceann-dimensional
timeseriestoanm-dimensionaltimeseries,thendata
pointsaredividedintomequal-sizedwindows,witheach
windowcontainingp=n/mdatapoints.Themeanvalue
ofthedatapointswithinawindowiscalculatedanda
vectorofmsuchvaluesbecomesthenewrepresentation
oftheoriginaltimeseries.Thisapproachisalsocalled
PiecewiseAggregateApproximation(PAA)[14].

(b)Z-normalization.ThesecondstepistoconvertthePAA
representationintoaseriesofnumbersthatfollowsNormal
Gaussian Distribution,i.e., N(0,1).Particularly,letthe
meanandstandarddeviationofthetimeseriesXti be
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µ̂andσ̂,Z-normalizationisperformedasXti=(Xti−
µ̂)/̂σ.[20]

(c)Discretization.SincethetimeseriesnowfollowsNor-
malGaussianDistribution,itiseasytodeterminethe
breakpointsthatwillproduceαequal-sizedareasinthe
Gaussiancurve,whereαisthenumberofdifferentsym-
bolsusedtorepresentthedata,thusaparameterofthe
framework.Forexample,TableIIshowsthecorresponding
breakpointswhenαequalsto3,4,5.Then,accordingto
thesebreakpoints,thetimeseriesofrealvaluesisfurther
convertedintoatimeseriesofsymbols.Forinstance,the
valuesthataresmallerthanthesmallestbreakpointwill
bereplacedbysymbola,thevaluesbetweenthesmallest
andthesecondsmallestbreakpointwillbeconvertedinto
b,etc.Fig.2showsanexampleofSAXwhenn=50,
p=5,α=3.ThecorrespondingSAXstringwouldbe
cbbcccbaaa.

AftertheprocessofSAX,wewillhaveastringofm
symbolsthatrepresentstheoriginaltimeseries.Thefinal
lengthoftheSAXstringcanbeadjustedbychangingthe
windowsizep.Forexample,whenn=100andp=4,the
finalstringlengthis25;whenn=100andp=10,thefinal
lengthis10.

α Breakpoints

3 -0.43,0.43
4 -0.67,0,0.67
5 -0.84,-0.25,0.25,0.84

0 10 20 30 40 50
−1.5

−1.0

−0.5

0.0

0.5

1.0

1.5

c
b b

c
c c

b

a
a

a

TABLEII:Breakpoints. Fig.2:SAXexample.

2)BOP:Bag-of-Patterns(BOP)representationwaspro-
posedbyLinandLiin2009[46].BOPconvertsanSAX-
producedstringintoanarrayoffixedlength.Todoso,first
adictionaryofallw-symbolSAXstrings(dubbedwords)is
created,wherewisaparameterofthealgorithm.Forexample,
forα=2andw=2,thesizeofthedictionarywouldbe
αw=4,andthedictionaryofwordsareaa,ab,ba,bb.Then
giventhedictionary,BOPcountsthefrequencyofdifferent
wordsintheoriginalSAXstring.Toavoidover-counting
trivialmatches[46],i.e.,similarwordsthatareneighborsin
theoriginalSAXstrings,wecountonlythefirstoccurrence
ofeach word.Forexample,givenα =2 andw =2,
foranSAXstringaabaabbbbb,thefinalresultwouldbe:
{aa:2,ab:2,ba:1,bb:1}.Notethatbbiscountedonly
once.Theresultofthisstepiscalled“Bag-of-Patterns”for
thistimeseries.Foracollectionoftimeseries,wecanusethe
samedictionarytoconstructBOPforallofthem.Therefore,
theconvertedBOParrayisofthesamesize.

3)SVM:

Top 1 Top 2 Top 3
0

20

40

60

80

100

A
c
c
ur
a
c
y(
%)

free_count

active_count

zero_fill_count

faults

en0-ibytes

en0-obytes

All

TheSupportVector Machine(SVM)isoneof
themostpopularclassifiers.Inthispaper,wechooseLibSVM
[30]asthetooltoperformSVMclassificationbecauseofits
popularityandeasy-to-usecommand-lineinterface.

Becauseourattackswillutilizemultipleside-channelat-
tackvectors,theinputoftheSVMclassificationwillhave
multipleBOPsequences.Weconcatenatethesesequencesinto
oneBOParray,whichwecallthefinalBOPrepresentation,
andthenconvertitintoLibSVMinputformat.Thoughthe
dimensionofthefinalBOPrepresentationmaybequitelarge,
onlyasmallfractionofthedatapointswouldhavenon-zero
values(lessthan10%).

Fig.3:Appclassificationresultusingsinglefeatures.

4)OurFramework:Ourframeworkassemblesthethree
partsmentionedabove.Theoverallworkflowis:

(a)DataCollection.First,wecollectmultipletracesforeach
eventthatweareinterestedin.Becausethetracesare
gatheredfrom morethanonefeatures, we willhave
multiple(i.e.,l)timeseriesforeachtrace.

(b)DifferenceCalculation.Asweareonlyinterestedinthe
changesofthetimeseriesinsteadoftheabsolutevalue,
foreachtimeseriesseqk(k=1,2,···,l),wecalculate
thedifferencebetweeneverytwoconsecutivedatapoints,
i.e.,diffk[i]=seqk[i]−seqk[i−1].

(c)SAXTransformation.Bychoosingappropriateαandp,we
converttheldiffsequencesintotheSAXrepresentation
asmentionedinSec.IV-A1.

(d)BOPConstruction.Afteradiffsequenceisconvertedinto
anSAXstring,wecanconstructtheBOPofthesequence
basedonthechosenαandwusingthemethodmentioned
inSec.IV-A2.BecauseweusetheBOPmethod,thereis
noneedtoaligndifferenttimeseries.

(e)SVMClassification.ThelaststepistoconverttheBOPs
intoLibSVMinputsanduseLibSVMtoperformclassifi-
cation. WechoosetheRBFkernelforSVMandusethe
probabilitymodel,whichwillperformcross-validationand
outputconfidenceestimationsofclassifyingatestsample
intoaclass[12].

Analternativeapproachtoourframeworkistoemploy
DynamicTime Wrapping(DTW)[25]tomeasuredistances
betweensamplesof multipleclassesandusekNNclassi-
fiers[33]toperformtheclassificationbasedonthecalculated
distances.OurSAX+BOP+SVMframeworkoutperformsthis
alternativeapproachbecause,accordingtoLinetal.[46],when
DTWisusedasdistancemeasuresforlargedatasets,thetime
complexityisprohibitive(uptotwomagnitudeshighertime
complexity). Wehaveevaluatedandcomparedtheexecution
timeofthesetwoalgorithmsinourownexperiments.The
resultssuggestthekNNclassifierwithDTWistooslowinour
setting.WeencourageinterestedreaderstorefertoSec.VII-F.

B.CaseStudies

WedemonstratehowaniOSappcaninfertheuser’s
activitiesusingtheclassificationframeworkwelaidoutin
Sec.IV-Ainthreeexamples:inferringforegroundapps,web-
sitefingerprinting,andinferringmapsearches.Theseattack
targetsareofinteresttoadvertisementprovidersastheycan
helpprofilemobileusersbutarenotdirectlyattainable,asiOS
disallowsthird-partyappstolearnwhichappisrunninginthe
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foreground,whichwebsitetheuservisits,andwhichlocation
theusersearches,forprivacyconcerns.

Intheattacksthatfollow,the6featuresinTableIwere
sampledperiodicallyatthefrequencyof1000timesper
second.Theparametersoftheclassificationframeworkwere
selectedasp=5,α=5,andw=5.Theseattackswere
conductedonajailbrokeniPhone7thatrunsiOS10.1.1.Note
theattacksdonotneedajailbrokendevicetosucceed.Using
jailbrokendevicemerelymadedatacollectioneasytoconduct,
sothatwecanapplytheclassificationframeworktoanalyze
largerdatasets.InSec.VII-D,wewillshowthatthetraining
andtestingoftheclassifierdonotneedtobeonthesame
device—thetrainingcanbedoneonajailbrokendevicewhile
theattackcanbeconductedonanon-jailbrokenone.

1)ForegroundApps:Wedownloaded100popularappsin
April2017fromtheTopchartsoffreeappsintheAppStore,
andchoseanother20pre-installediOSappsfortheexperiment.
Foreachofthese120apps,10side-channeltraces were
collected,witheachtraceconsistingof6timeseriesformed
bydatasampledfromthe6featuresinTableI.Thesampling
frequencywas1000persecond.Themonitoringappstarted
datacollectionbeforethetargetappwaslaunched,butonlythe
first5000datapointsaftertheapplaunchingwereincludedin
thetimeseries.Itisveryeasytoprogrammaticallyidentifythe
beginningoftheapplaunchingprocedureasitisquiteevident
inthetraces(asseeninFig.1).Thetargetappwasterminated
aftereachroundoftheexperiment. Weautomatedtheabove
experimentusingCycript[8]onthejailbrokendevice. We
collectedintotal1200traces(i.e.,1200×6timeseriesof
side-channeldata)forthe120apps.

UsingtheclassificationframeworkdescribedinSec.IV-A,
werandomlyselect8tracesforeachappasthetrainingdataset
andtherest2tracesforeachappasthetestset.Therefore,
therewere960tracesintotalinthetrainingsetand240traces
inthetestset.Givenatesttrace,theSVMclassifier(using
LibSVM)providesaprobabilityestimationofeachclassitmay
belongto—thehighertheprobability,themorelikelythetrace
belongstothecorrespondingclass.Acorrectclassification
meansthekthclasstestsamplewascorrectlyclassifiedas
thekthclass;allotherresultsareconsideredincorrect.Inthis
way,wecanranktheclassificationresultsbytheirprobability
valuesandevaluatethetop1,top2andtop3accuracy.TopN
accuracyisthepercentageofthetestsamplesbeingcorrectly
labeledbyoneofthetopNpredictedclassesbytheclassifier.

Wefirsttriedtoclassifytheforegroundappsusingsingle
features.Intheseexperiments,westillusedourclassification
framework,butconductedtrainingandtestingwitheachof
the6featuresseparately(withl=1 ineachtest).The
resultsareshowninFig.3.Asshowninthefigure,asingle
featuredoesnotcarryenoughinformationtocorrectlyidentify
aforegroundapp.Particularly, mostfeatures willyielda
classificationaccuracyoflessthan25%fortop1result;
theactive_countfeaturehasthebestperformance,with
slightlyover40%fortop1accuracyandalmost60%fortop
3accuracy.Incontrast,whenthe6featuresarecombined,the
classificationresults(thebarlabeledas“All”inFig.3)can
reach89.2%fortop1accuracy,and97.5%fortop3accuracy.
TheseresultssuggestthattheiOSside-channelattackvectors
derivedfromglobalstatisticsarenotaspowerfulastheones
wehaveseenonAndroid,whichtypicallyleakper-appstatistic

information.Therefore,successfulside-channelattacksoniOS
needtocombinemultipleside-channelattackvectors.Italso
explainswhyweneededanewclassificationframeworkfor
conductingside-channelanalysisinthispaper.

Wealsostudiedifall5000datapointsintheside-channel
tracesarenecessaryforclassification.Particularly,weused
thefirst1000datapoints(correspondingto1secondof
datacollection)forbothtrainingandtestingandshowthe
classificationaccuracyinFig.4a(thebarswith“1s”labels).
Ofcourse,intheseexperimentsall6featureswereused.
Similarly,wealsotrainedandtestedwiththefirst2000,3000,
4000datapoints,andshowtheresultsinthesamefigure
(thebarswith“2s”,“3s”,“4s”labels). Wecanseefromthe
figurethatmoredatapointsclearlymakeclassificationresults
better.Butthefirst2000datapointsalreadycontainalarge
amountofinformationforclassifyingaforegroundapp:70%
fortop1accuracy,79.6%fortop2accuracy,and85.8%for
top3accuracy.Incontrast,usingonlythefirst1000data
points(i.e.,1secondofdatacollection)isnotenoughfor
classifyingtheapps,withthetop1accuracybeing21.3%.
Thisislikelybecausemanysignatureactivitiesofanapp’s
launchingprocedurehappenbetween1secondto2seconds
afterthelaunchbegins.

2)Safari Websites: Werandomlyselected100 web-
sitesfromAlexaTop500sitesontheweb(alexa.com/
topsites)andMozTop500registereddomains(moz.com/
top500).WeusedCycripttoautomatethefollowingprocess:
First,themonitoringappisruninthebackground;second,
after2seconds,Safariislaunchedtoloadablankpage;third,
afteranother3seconds,theURLbarisfilledwiththetarget
website’sURLandthe“enter”buttonispressed;Finally,10
secondsafterthewebsiteisvisited,Safariiskilledsothat
theexperimentcanberestarted.Itisworthnotingthattraces
collectedwhenawebsiteisvisitedfromacleanstate—newly
startedSafariwithablankpage—isnotdifferentfromwhen
itisvisitedfromthesametabthathasalreadyvisitedanother
website.Toillustratethispoint,weshowthenetworktracesof
launchingtheSafari,andthenvisitingyelp.com(theupper
figureofFig.5);ofvisitingyoutube.comfirstandthen
yelp.com(thelowerfigureofFig.5).Thoughthetraces
collectedforyelp.cominthesetwocasesarenotexactly
thesameduetonoise,theyareverysimilarinthefigure(and
alsointheactualdata).Besides,thebeginningofthewebsite
visitiseasytoidentifybythemonitoringapp,sinceibytes
andobytescountersincreasedrasticallywhenithappens.

The monitoringappcollectsthefirst5000datapoints
(roughly5seconds)oncelargeincreasesofthesecounters
wereobserved(i.e.,whenthe“enter”buttonwaspressed).We
collected10tracesforeachwebsite(with6timeseriesin
eachtrace)andthetotalnumberoftraceswas1000.8traces
foreachwebsitewererandomlyselectedastrainingdataand
therestwereusedastestdata.Sothetrainingdatasetand
testdatasetcontains800and200traces,respectively.Fig.4b
showstheresultofclassification.

Whenallthe5000datapointsareusedforclassification,
thetop1classificationaccuracycouldreach68.5%andtop
3accuracycouldreach84.5%. Withfewerdatapoints(e.g.,
3000or4000datapoints),theclassificationaccuracydrops
onlyslightly.However,thetop1classificationaccuracydrops
to28.5%whenonlythefirst2-seconddataisusedandto3.5%

6



Top 1 Top 2 Top 3
0

20

40

60

80

100

A
c
c
ur
a
c
y(
%)

1s

2s

3s

4s

5s

Top 1 Top 2 Top 3
0

20

40

60

80

100

A
c
c
ur
a
c
y(
%)

1s

2s

3s

4s

5s

(a)ForegroundApps

Top 1 Top 2 Top 3
0

20

40

60

80

100

A
c
c
ur
a
c
y(
%)

1s

2s

3s

4s

5s

(b)SafariWebsites (c)MapsSearches

Safari   youtube.com yelp.com

Fig.4:Classificationresults.

Fig.5:NetworktracesofusingSafaritovisitYelp.comfrom
acleanstate,andvisitYelp.comaftervisitingYoutube.com.

whenonlythefirst1-seconddataisused.Theresultssuggest
thatthewebsiteloadingtypicallytakeslongerthan2seconds.

3)Apple Maps Searches: Wetargetedthe built-in
Maps app oniOSinthis attack. Weselected 100
U.S.NationalHistoricLandmarksfromthetravelchannel
(travelchannel.com)and Wikipedia.Thenwecollected
10traceswhensearchingeachoftheselocationsusingthe
Mapsapp. WeusedCycripttoautomatethefollowingsteps:
First,themonitoringapprunsinthebackground;second,the
AppleMapsislaunchedafter2seconds;third,thenameof
thelandmarkisfilledintothesearchboxandthe“enter”
buttonwaspressed;finally,10secondslaterMapsiskilled.
Becausethetargetoftheattackisthesearchlocationrather
thanthecurrentlocation,wedidnotasktheapptocalculatethe
route.Thefirst5000datapoints(about5seconds)after“enter”
waspressedwerecollectedasthetraceofthecorresponding
locationsearch.Theclassificationtestwasperformedinthe
samewayasthatoftheprevioustwoexamples.Theresults
oftheclassificationareshowninFig.4c. Whenallthe5000
datapointsofthe6featuresareused,theclassifierachieves
anaccuracyof50%fortop1accuracyand79%fortop
3accuracy. Whatmakestheresultsinterestingisthatwith
onlythefirst4000datapoints,theclassificationaccuracy
isslightlybetter.Thisispresumablybecauseallsignature
activitieshappenwithin4seconds,andthe5th-seconddata
onlyaddnoisetotheclassificationexperiments.Thedropof

classificationaccuracyissignificantwhenonlythefirst1000
datapointsareused.

V. ATTACK2:DETECTINGSENSITIVEIN-APPACTIVITIES

Wecalltheuser’sspecificactivitiesinsideaniOSappthe
in-appactivities.Inthissection,wedemonstratethatsome
in-appactivitiesthatleadtosevereprivacybreachmaybe
identifiedbysamplingmemorystatisticslistedinTableIII.
Wealsoshowhowsuchincidentscanbeexploitedinpractical
attacks.

Category Feature

VM

free_count
active_count
zero_fill_count
faults

TABLEIII:Attackvectors.

Priorstudiessuchas
Zhouetal.[67]andChen
etal.[32]havedemon-
stratedtousetheexactnet-
workpacketsizesanddi-
rectionstomatchthepat-
ternsofspecificuserac-
tivitiesinwebapplications
orAndroidapps.However,
wecannotusethesamealgorithmsinourwork.Wefacetwo
newchallengesthatwerenotencounteredinpreviousresearch:
(1)iOSdonotprovideper-appresourceusagestatistics
(e.g.,throughprocfsonAndroid).Asaconsequence,the
side-channelobservationsarenoisy.Therefore,thealgorithm,
insteadofexpectingexactmatches,musttoleratenoise.(2)
Anyindividualattackvectormaynotmanifestclearpattern
duetoitsnoisynature,weneedanalgorithmtoexploit
multipleattackvectorsatthesametime.Therefore,weneedto
developapatternmatchingalgorithmsformulti-dimensional
datatraces.

A.AttackMethods

Wedevelopedapattern matchingalgorithmthatcom-
parestwo multi-dimensionaldatatracesthatarepoten-
tiallypollutedbynoise. Moreformally,givenasample

Xt= X1t,X
2
t,···,X

l
t,whereX

i
t=(X

i
t1,X

i
t2,···,X

i
tni
),

andasignatureSt = S1t,S
2
t,···,S

l
t, whereS

i
t =

(Sit1,S
i
t2,···,S

i
tni
)weaimtomeasurethedistancebetween

thesampleandthesignature,d(Xt,St).

Toaddressthetwotechnicalchallenges,backgroundnoise
andmulti-dimensionaldata(withdifferentlengthineachdi-
mension),weadoptedanextendedDTWalgorithm[58],which
extendstheoriginal DTWalgorithmto multi-dimensional
timeseries.The multi-dimensionalDTW,denotedDTW_I,
calculatesDTWdistanceforeachfeatureseparately,andsums
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upeachDTWdistanceafternormalization.Sothedistance
betweenXtandStwouldbe:

d(Xt,St)=
l

k=1

1

wk
·DTWXkt,S

k
t

Herewkisthenormalizationfactorwhichisdetermined
empirically.Inourattacks,wkistheaveragedistancebetween
differentsamplesofthesignaturetraces,{St}.

TheextendedDTWalgorithmonlygivesusarelative
distancemeasure:thelengthofthetracesandthelevelof
distortionwillbothaffectthemeasurement.Assuch,apattern
matchingalgorithmusingafixedthresholdislikelytobevery
fragile.Inourattacks,todeterminewhetherasamplematches
asignaturepattern,wecomparethesamplewith multiple
signaturepatternstowhichthissamplemayberelated.

B.CaseStudies

Wecollected10tracesforeachin-appactivitybysampling
the4features(inTableIII)attherateof1000/s.Eachtraceis
comprisedof4timeseries.Consideringtherawdataofanyof
thesetimeseriesAt={At1,At2,···,Atn},wefirstcalculate
thedifferencebetweenAtiandAt1,i.e.,Bti=Ati−At1,to
constructanewtimeseriesBt={Bt1,Bt2,···,Btn}.Then,
toreducethenoiseinthedata,weonlykeepdatapointsinBt
thatappearmorethan50timesconsecutively,andremovethe
repeateddatapoints.TheresultingtimeseriesXtisthetime
seriesofafeaturethatweusetocalculatetheDTWdistance.

1)LinkingBitcoinAddressestoiOSDevices:Bitcoin[51]
isthemostpopularcryptographiccurrencytodate.ABitcoin
coinisachainofECDSAdigitalsignatures.Ineachtrans-
actionthecoinisinvolvedin,thesendersignsthehashof
theprevioustransactionsofthecointogetherwiththepublic
keyofthereceiverusingherownprivatekey.Thereceiver
canverifytheownershipofthecoinbyverifyingthedigital
signatureusingthesender’spublickey.Toprotecttheprivacy
oftheusers,theidentitiesofthesendersandthereceiversin
atransactionarereplacedbytheBitcoinaddresses.ABitcoin
addressisthehashvalueofapublickeythattheuserholds.
EachusermaypossessoneormoreBitcoinaddresses,thus
public/privateECDSAkeypairs.Sincethecoinsstoredinone
addresswillbespentintheirentiretyduringonetransaction,
unspentchangeswillbesavedintheoriginalBitcoinaddress
or,formanyBitcoinwallets,anewlycreatedBitcoinaddress.

Thetarget.Anonymityandprivacyaredesiredpropertiesof
theBitcoinnetwork.Neitherthepayersnorthepayeesinany
transactionsshouldbeidentifiedinthepublicrecord.Although
Bitcoin’sstronguserprivacyisclaimedintheoriginalpaper
ofBitcoin[51],manypreviousstudieshavedemonstratedthat
itisstillpossibletoclusterBitcoinaddressesbelongingto
thesameuserbyconductingtransactiongraphanalysis,and
furtherlinktheseaddressestoonlinemerchantsbecausesome
oftheiraddressesarepubliclyknown[27].Nevertheless,itis
stillconsideredimpossibletode-anonymizearbitraryBitcoin
users[49].Thegoalofourside-channelanalysisistolinkthe
Bitcointransactionswiththemonitoredmobileuser,thusde-
anonymizingthetransactionsthatbelongtotheownerofthe
iOSdevice.

Ourattack.Thehigh-levelideaofourattackistodetect
theuser’sactionofmakingpaymentwiththeBitcoinwallet
softwareonthevictimiOSdeviceandrecordthetimestamp
ofthetransaction.Becauseallsuccessfultransactionsare
includedinapublicrecordthatcanbelookedupeasily,the
adversaryisabletocorrelatetheonlinetransactionrecords
withtheside-channeldetectedBitcoinactivity.However,there
areafewcomplicationsthatrequireustodevelopamore
polishedalgorithmthanthisbasicsolution.First,becausethe
numberoftransactionsineachblockislarge(about2000as
ofMay2017[26])andtheside-channelmeasuredtimestamp
maybeoffbyseconds,morethanonetransactions(e.g.,inour
analysis,uptohundreds)intheonlinerecordcanbelinked
tothedetectedBitcointransactionactivity.Second,thesame
Bitcoinaddressistypicallynotreused,becausemanyBitcoin
walletswillgenerateanewBitcoinaddresstoreceivetheun-
spentBitcoinsforeachtransactiontoimprovetheprivacyand
anonymityoftheusers.Thisartifactmakesdirectlytakingthe
intersectionofmultiplecorrelatedtransactionsetsunfeasible.
Therefore,wehaverefinedouralgorithmasfollows.

Inordertobetterdescribeourattack,wemodelaBitcoin
transaction,T,asa3-tuple:T=(S,R,t),whereSisthe
setofpayersofthetransaction,Risthesetofpayeesofthe
transaction,andtisthetimestampofthetransaction.Apayer
orpayeeisoneBitcoinaddress,a.Weparticularlyusefunction
T()torepresenteachelementinthetuple.Forinstance,the
timestampofatransactionisdenotedbyT(t)andthepayer
isT(S). Wealsomodeltheithblockintheblockchain,Bi,
asa2-tuple:Bi=(T,t). WeuseBi(T)todenotethesetof
transactionsthatisassociatedwithblockBi;Bi(t)todenote
thetimestampoftheblock.

UsingmethoddescribedinSec.V-A,ourmonitoringapp
candetect,andrecordthetimestampof,eachoccurrenceofthe
Bitcointransactioninwhichthemobileuseristhepayer.The
timestampsoftheseeventsaredenoted{t1,t2,t3,···,tn},
wherenisthetotalnumberoftimesthatthe monitoring
apphasdetectedsuchtransactions. Weemphasizethatthe
monitoringappdoesnotneedtosuccessfullydetectalltrans-
actions;anon-contiguoussubsetisusuallysufficient.Then
foreachti,i∈{1,2,···,n},welocatethenextαblocks
intheblockchain;thatis,wefindasetofαblocks,Bi=
{Bj+1,Bj+2,···,Bj+α},sothatBj+1(t)≥tibutBj(t)<ti.
ThenweassembleasetoftransactionsTi={Tk|ti−β<
Tk(t)<ti+β∧ Tk∈Bi},foreachi∈{1,2,···,n}. We
nextexcludeanytransaction,Tk,fromeachTi(Tk∈Ti),
iff∃Tj∈Ti∧Tk(S)=Tj(S)∧k=j,becausethese
transactionsaretypicallyfromhigh-profileaccountsthatreuse
theirBitcoinaddresstoperformalargevolumeoftransactions.
Thisheuristicstepimprovestheefficiencyofourattackbutis
notrequired.

Wenotethat αandβareparameterswecantune. We
empiricallychoseα=3andβ=15s.Thisisbecausewe
findtypicallyatransactionwillhaveaveryhighprobability
toappearinoneofthethreefollowingblocks,and15sislong
enoughtotoleratetheinaccuracyinthetransactiontimestamps
measuredbytheside-channelanalysis.

Theninthelistoftransactionsets{T1,T2,···,Tn}thatis
assembledfromthepublicrecord,weaimtoconstructtheset
of3-tuples:X={(Tx,Ty,Tz)|Tx∈Ti∧Ty∈Tj ∧Tz∈
Tk ∧ Tx(R)∩Ty(S)=∅ ∧Ty(R)∩Tz(S)=∅ ∧i<
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Fig.6:Blockchainwalletexperiment.

j<k}.Thetransactionsinthese3-tuplesareinitiatedfrom
themonitoredmobileownerwithhighprobability.Therefore,
theBitcoinaddressesthatbelongtothemobileuserisY=
{a|(a∈Tx∨a∈Ty∨a∈Tz)∧(Tx,Ty,Tz)∈X}.

Empiricalevaluation.Weconductedanempiricalattackon
theBlockchainWalletiOSapp.Thereare11majoractivities
ausercanperforminthisapp2.Weuseourmonitoringappto
monitorandcollecttracesfromthefourVMside-channelattack
vectors.Theseactivitiescanbedifferentiatedbyobservingthe
patternsinthememorytraces.Particularly,foreachactivity,
wecollected10tracesandcalculatedtheaveragedistance
betweentwotracesusingtheextendedDTW(seeSec.V-A).
TheresultsareshowninFig.7a.Inthisheatmap,eachrowand
eachcolumnrepresentoneactivity,andcell(i,j)represents
thedistancebetweenthetracesofactivityiandactivityj.
Notethedistancesarenormalizedineachrowsothatthe
averagedistancebetweentracesofthesameactivityis1and
thedistancesfromotheractivitiesarenormalizedaccordingly.
Therefore,theheatmapisnotsymmetric.

Besidesthetargeted activity—the make-payment
activity—wearealsointerestedinthereturn-to-home-
screenactivity,becausethisactivityindicatestheforeground
appisnolongertheBlockchainWalletapp.Thisisimportant
becausewiththecapabilitytodetectiftheapphasbeen
suspended,theadversaryonlyneedstomatchthesignature
ofanin-appactivitywiththatofotheractivitiesinthesame
app,ratherthancomparingwithallactivitiesinallapps.
Fig.7aclearlyshowsthatthedistancebetweentracesinthe
sameactivityismuchcloserthanbetweenthoseofdifferent
activities.Thisisespeciallytrueforthemake-payment(0)
activityandreturn-to-home-screen(10)activity.The
numberintheparenthesesistheindexinFig.7a.

Todemonstratetheattack, wecreatedanewBitcoin
accountandinitiallydepositedsomecoinsinit.Thenwe
manuallymade6transactionsatsomerandomtimeduring
3days,andatthesametimehavethe monitoringapp
runninginthebackgroundtocollecttheVMtraces. By
faithfullyexecutingtheaforementionedstepstocollect6
transactionsets{T1,T2,T3,T4,T5,T6}fromthepublic
records,wewereabletoconstructthesetof3-tuplesX =
{({T1,T3,T5),(T2,T4,T5}),(T3,T5,T6}),(T4,T5,T6})}.
BylinkingalltransactionsinX,adirectacyclicgraphis
constructed, whichisshowninFig.6.Thereforetheset
ofBitcoinaddressesthathavebeenusedbytheuseris
{a0,a2,a3,a5,a7,a9,a11}. Withoutexception,allofthem
arecorrectlyidentifiedusingtheside-channelattacksandthe
correlationanalysis.

2)OtherTargets:AsshownintheBitcointransactionde-
anonymizationattackexample,thebinaryinformationleakage

2make-payment(0),menu-addresses(1),menu-backupfunds(2),
menu-merchantmap(3),menu-settings(7),menu-support(8),
send-button(6),receive-button(4),overview-button(9),
scan-QR-code(5),andreturn-to-home-screen(10).

viain-appactivitydetectioncanbeaugmentedifapublic
traceabledataset,eventhoughanonymized,isavailabletothe
adversarytocorrelatewiththedetectedevent.Thereareafew
otheriOSappsthatarevulnerabletothistypeofattacks,such
asVenmoandTwitter.

•IdentifyVenmotransactionsanduserinformation.Venmoisa
mobilepaymentserviceownedbyPaypal.Itsimplifiesmoney
transferprocessesbetweenbanksandaccounts.Accordingtoa
reportbyForbes[4],Venmoprocessedabout$17.6billionUS
Dollarsin2016,whichistwicemorethantheamountin2015.
OneinterestingaspectofVenmo,however,isthatbydefault,all
transactionsthroughVenmoaresharedpublicly[9].Although
theuserscanchangeittoprivate,alotofpeopledonotdo
so.Asof2014,asmanyas50%ofallVenmotransactions,
includingtheirpayers,payees,transferredamounts,transfer
timeandmemo,arepubliclyavailable[43].Inmostcases,the
namesofpayers/payeesshowninatransactionarerealnames.
Therefore,bydetectingthepaymentprocess,itispossibleto
identifythetrueidentityoftheuserbymatchingthetransfer
timewiththepublicrecords,aslongastheuserhasnot
modifiedthedefaultprivacysetting.

Inourexperiment,similartotheBitcoinexample,we
generatethesignatureofthisactivityusingfourVMvectors,
andrunthepatternmatchingalgorithm(Sec.V-A)todetect
theactivityusingourmonitoringapp.Thereare11major
activitiesintheVenmoappthattheusercanperform,sowe
collected10tracesforeachactivityandcomputedtheaverage
distancesbetweenthetracesfromthesameactivityanddif-
ferentactivities(seeFig.7b).Thedistancesrepresentedinthe
heatmaparenormalizedusingthesameapproachasinFig.7a.
Thefirstandthelastactivitiesaremake-payment(0)and
return-to-home-screen(10),respectively.Itisclear
fromthefigurethatthesetwoactivitiesareeasilyseparable
fromotheractivitiesusingthedistancemeasures.

•IdentifyTwitteruseraccounts.Twitterisoneofthemost
popularsocialnetworksintheworld.Accordingtoareport
publishedinJanuary2017[18],Twitterhas317 million
monthlyactiveusers,andthereare500milliontweetsbeing
senteveryday.Similartotheattackscenarioidentifiedby
Zhouetal.intheirstudyofAndroidsidechannels[67],ifan
adversaryisabletoidentifytheuser’sactionofpostingtweets
intheTwitterapp(usingVMfeatures),bycorrelatingwiththe
onlinedatabaseoftweets,theuser’sidentitycanbeidentified
throughsuchside-channelanalysis.

Inourexperiment,wehaveshownthattheusertweet-
postingactivityhasauniqueandstableVMsignature.Using
ourmonitoringappandthealgorithmmentionedinSec.V-A,
wecanreliablydetectthetimeofthepost-tweets(0)ac-
tivityandreturn-to-home-screen(7)activity(thefirst
andlastactivitiesinFig.7c).Therefore,itisalsopossible
toidentifytheuser’srealidentity.Asofthetimeofwriting,
thepublicavailabletweetingrecordisnolongercomplete.
Nevertheless,partiallyreleaseddatasetstillallowcorrelation
analysis.

VI. ATTACK3:BYPASSINGSANDBOXRESTRICTIONS

AsmentionedinSec.III,thefileExistsAtPathAPI
canbeusedtocheckwhetherafileordirectoryexistseven
withoutproperpermission.Inthissection, weshowhow
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Fig.7:In-appactivityheatmaps.

amaliciousiOSappcanleveragethisAPItobypassiOS
sandboxrestrictionstodetecttheexistenceofcross-container
filesandextractsensitiveuserinformation.

Depth FilePath
4 /private/var/logs/lockdownd.log
5 /private/var/logs/AppleSupport/general.log
6 /private/var/mobile/Library/DataAccess/AccountInformation.plist
7 /private/var/mobile/Library/Spotlight/BundleInfo/InstalledApps.plist

8
/private/var/mobile/Library/Caches/com.apple.purplebuddy/

com.apple.opengl/linkCache.data

TABLEIV:AbsolutefilepathsforFig.8.

A.AttackMethods

Wefurtherempiricallyevaluatedthecharacteristicsof
thefileExistsAtPathtimingchannel.Specifically,we
measuredtheexecutiontimeofthefileExistsAtPath
APIusingmach_absolute_time()onanon-jailbroken
iphone7devicerunningiOS10.2.1,whilevaryingthedepths
oftheinputfilepaths.Thetestedfilepathsarelistedin
TableIV.TheiOSappmakingtheAPIcallsdidnothave
thepermissiontoaccessthesefiles,sothequerytothe
fileExistsAtPathAPIallfailed.Foreachfilepath,we
run100trials.Ineachtrial,wequeriedtheAPI50times
andcalculatedthe meanvalueoftheexecutiontime. We
computethemeanandstandarddeviationofthese100trials
andplottheminFig.8.Alsoshowninthefigurearethe
executiontimesoftheAPIwithinputsofsomenon-existent
filesatthesamedepthasthetestedfilepaths.FromFig.8,
wecanseethatthetwocases(i.e.,existentvs.non-existent)
areclearlydistinguishable.Notetheunitofthey-axisof
thefigureistheMachAbsoluteTimeUnit,whichisavalue
returnedbymach_absolute_time().Thisunittimeis
CPU-dependent,whichcanbeconvertedtonanosecondsusing
asystem-providedAPI[17].

Assuch,todeterminetheexistenceofafileordirectory
outsideanapp’ssandbox,atimingchannelcanbereliably
constructedbytheappusingthedifferentialteststhatfollow:It
firstqueriesthefileExistsAtPathAPIwiththetargeted
fileordirectoryasinput50timesandmeasurestheaverage
executiontime.Thenitcomparestheaverageexecutiontime
withthatforanon-existentfile(e.g.,afilewitharandom
stringinitsname)ofthesamedepthinthefilesystem.Inthis
way,thetimingdifferencewillreliablytellwhetherthefile
existsornot.
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Fig. 8: Executiontime of
FileExistAtPath when
changingthedepth.

By utilizing the
fileExistsAtPath
timing channels, a
malicious iOS app
couldbypassthesandbox
restrictions enforced
by iOS and learn
information about other
apps. Specifically, we
showthatthetechnique
canbeusedtoinferthat
thelistofappsinstalledon
thedevice(Sec.VI-B1),
as well asinformation
regardingphotos,videos,andvoicememos(Sec.VI-B2).In
eachoftheattacksweshow,weusethedifferentialanalysis
techniqueoutlinedinSec.VI-Atodeterminetheexistenceof
thespecificfilesonanon-jailbrokeniphone7withiOS10.2.1.
Inalltests,wecanreliablydetectthefileexistencewithout
anyfalsedetection.

1)Listofinstalledapps:Appsthatauserhasinstalledon
thephonesometimesrevealtheuser’slifestylesorpersonal
choicesofvendors(e.g.,Verizon,Marriott,Chase,Hertz,
United,etc).Theseappscanbeusedtoprofiletheuserof
thedevice,whichcanbevaluabletoadsproviders.Never-
theless,theexistenceofcertainappsmayleakmoresensitive
informationabouttheuser.Forinstance,thefactthatauser
hasinstalledHornet,asame-sex-datingapp,mayrevealthe
user’ssexorientation;andPregnancy+,asitsnameindicates,
maysuggestthattheuseristryingtogetpregnantoralready
pregnant.WelistsomeofthesesensitiveappsinTableV.

Tolearn whatappshavebeeninstalledonthesame
device,oneapproachistouseaprivate APIinthe
LSApplicationWorkspaceclass,whichprovidesalistof
installedapps[11].However,theuseofthisprivateAPIwill
bedetectedinthevettingprocessandresultinrejectionofthe
app.AnothermethodisthroughthecanOpenURLAPI(i.e.,
[UIApplicationcanOpenURL:]),whichallowsanapp
tocheckwhetherthereisanotherapptohandleacertainURL.
However,thisAPIwasextensivelymisusedbydevelopersto
obtaintheinstalledapplist.Asaresponse,sinceiOS9,Apple
hasimposedlimitsontheuseofthisAPIbyrequiringexplicit
declarationofallthetargetedschemesintheplistfile[2].
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DespiteApple’seffortofstrongercross-appisolation,we
founditisstillpossibleforthird-partyappstostealthily
querywhetheracertainapphasbeeninstalledusingthe
fileExistsAtPathtimingchannel,ifoneofthetwo
followingconditionsismetforthistargetedapp:(1)itrequires
permissionforsendingpushnotifications,or(2)itdynamically
registershomescreenquickactions.

•Pushnotifications.WhenaniOSappthatrequiressend-
ingpushnotificationsislaunchedforthefirsttime,it
willprompttheuserforpermissiontosendnotifications.
OniOS9,no matterwhethertheusergrantsthepermis-
sionornot,a.pushstorefilewiththebundleidentifier
asitsname willbecreatedinaspecificdirectory(e.g.,
/var/mobile/Library/SpringBoard/PushStore/
com.google.Gmail.pushstorefortheGmailapp).On
iOS10,thisfilewillbecreatedthefirsttimetheappreceives
apushnotification.AlargeportionofiOSappsrequestpush
notification.Particularly,weconductedastaticanalysisonthe
datasetof7,418apps,andfoundthat4,980(67.13%)ofthem
mayuselocalnotificationtoalertuseraboutin-appinformation
and4,438(59.83%)mayuseremotenotificationtohandle
messagespushedfromaremoteserver.Theunionofthetwo
setsare5,886(79.35%)apps. Wefurtherrandomlyinstalled
150appsfromiOSAppStoreandfoundthatpushnotification
wasrequestedby67(i.e.,44.7%)oftheseapps.

•Homescreenquickactions.Thefeatureofhomescreenquick
actionswasfirstintroducediniOS9with3D-touchenabled
iphone6Sandiphone6SplusinSeptember2015[1],[10].It
allowsuserstohavequickaccessestocertainfunctionalities
ofanappbylong-pressingtheicononthehomescreen,
withoutopeningtheapp.Therearetwo waystoregister
quickactions:static(bydefiningtheminInfo.plist)or
dynamic(bydefiningthemincode).Throughourexperiment,
wefoundthatwhenanappwhichregistershomescreen
quickactionsdynamicallyisinstalledandlaunchedforthe
firsttime,anew.plistfilewillbecreatedinaspecific
directorywithitsbundleidentifierasthenameofthefile(e.g.,
/var/mobile/Library/SpringBoard/Application
Shortcuts/com.google.Gmail.plistfortheGmail
app).ThoughthisnewiOSfeaturebringsconvenienceto
users,italsointroducesavectorforinformationleakage. We
canidentifytheinstalledappsbydetectingwhetheraspecific
plistfilehasbeencreated.Westudied150toprankedapps
(i.e.,top150appsinAppStore’s“TopCharts”),and47of
them(31.33%)havedynamicallyregisteredquickactions.

Weconductedameasurementstudyoftheaforementioned
techniques,anddiscoveredthat mostofthesensitiveapps
weexaminedcanbedetectedusingatleastoneofthese
approaches.InTableV,weshowtheresultsof8examples,
whichrevealdifferentaspectsofauser,includingsexual
orientation(Hornet),healthcondition(AsthmaMD),ageand
education(Ready4SAT),maritalstatus(DivorceForce),drug
condition(Weedmaps),etc.

2)Otherattacktargets:ThefileExistsAtPathtim-
ingchanneliscapableofextractingotherinformation.Forex-
ample,iOSstoresphotosandvideoclipsinfixedpathsandpre-
dictablenames(i.e.,<num>APPLE/IMG_<index>.<ext>,
where<num>isanintegerstartingfrom100and<index>
startsfrom0001).Enumeratingallpossiblecombinationsonly

AppName Description A B
Hzone HIVdatingappforHIVpositivesingles ✓ ✗
AsthmaMD Asthmaactivitytracking&visualization ✓ ✗
Hornet Socialnetworkforgaymen ✓ ✗
Pregnancy+ Pregnancy&babydevelopingtracker ✓ ✗
SugarSense Diabetesapptotrackbloodsugarlevel ✓ ✓
Weedmaps Marijuanadirectoryanddiscoverysource ✓ ✗
Ready4SAT PreparationfortheSATtest ✓ ✓
DivorceForce Communityofthoseaffectedbydivorce ✓ ✗

TABLEV:Examplesofsensitiveapps.A:requestingpush
notifications;B:dynamicallyregisteringquickactions.

needsafewseconds.Also,thepre-installedVoiceMemosapp
recordsspeechesandconversationsandnamestherecordings
using<timestamp>,whichisthetimeofrecordingthat
isaccuratetoasecond.Inourexperiment,wefoundthat
enumeratingeachsecondofoneyear(e.g.,2016)onlytake80
minutesonaniPhone7.Therefore,thesametimingchannel
canbeusedtolearnthenumberofphotos/videos/memosof
theuser,andalsoinferthetimestampsthatmemosweretaken.

VII. PRACTICALISSUES

Inthissection,wediscussseveralissuesinpracticalside-
channelattacks,andhowweaddressedtheminourwork.

A.RunBackgroundAppsoniOS

Tobeabletoruninthebackground,anappneedstospecify
oneofthenine“BackgroundModes”[5](e.g.,Audio,VoIP,
Locationupdates,etc)initsInfo.plistfile. When
itislaunchedforthefirsttime,itwillexplicitlyaskforthe
user’spermissiontoruninthebackground.Somebackground-
modepermissions(e.g.,Locationupdates)willneedthe
usertoexplicitlygrantpermissioneverynowandthen.

Toperiodically(inourexperimentsevery1ms)invoke
ourmonitoringthreadinthebackgroundwithfixedintervals,
we usedthe NSTimer class, whichcan be usedto
createatimerobjectthatexpiresafteracertaintime
intervalhaselapsed,andsendsaspecified messageto
atargetobject[13].Inparticular, weused[NSTimer
scheduledTimerWithTimeInterval:target:
selector:userInfo:repeats:]APItoschedule
thetimertoexecuteourmonitoringprocessinafixedinterval.
Ourexperimentsshowthat withan Audiobackground
permission, our monitoringappcan keeprunningand
periodicallyinvokemonitoringthreadinthebackgroundto
samplethefeatures.

B.AppStoreVetting

Wesubmittedamonitoringappthatisabletoconduct
alltheaforementionedside-channelattackstotheAppStore
forvetting.TheappisdisguisedasanAudioPlayer,which
requirestheAudioBackgroundModeforrunningintheback-
ground.Theappcollectsallthe6featuresfromTableI.The
samplingrateofeachfeatureisabout1000/s.Wealsoincluded
thecodeforconductingfileExistsAtPathtimingchan-
nelattacksinthemonitoringapp.Ourappsuccessfullypassed
thevetting,whichindicatesthatthesecodesarenotconsidered
asmaliciousbyApple.AfterourappwasapprovedbyApple,
wedownloadedtheappandwithdrewitimmediately.
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C.BackgroundNoise

Intuitively,because mostofourattacksexploitglobal
statisticinformationofthesystemresources,ourattacksmay
befragile.However,inthepresentedattacks,wedidnot
intentionallycleanupthebackgroundapps,butthenoisein
ourcollectedtracesremainsmanageableusingourmachine
learningframeworks.ThisisbecauseiOSitselfsuspendsapps
whentheyruninthebackground,unlesstheappspecially
requestsbackgroundpermissions.Therefore,iOSdevices
arerelativelyquieterthan Androiddevices, whichgreatly
facilitatesside-channelattacks.

D.Cross-deviceAttackFeasibility

Todemonstratethepracticalityofourattacks,wemanually
collectedtracesonanothernon-jailbrokeniPhone7running
iOS10.2.1.Then,weusepreviouslycollecteddataastraining
set(forclassification)orsignature(forpatternmatching)to
re-evaluatetheattacks.Tomakesurethesamplingrateon
differentdevicesanddifferentiOSversionsremainthesame
(about1000times/s),our monitoringappself-adjuststhe
samplinginterval(specifiedusingNSTimer)thefirsttime
itrunsinthebackground.

1)Classification:Werandomlyselected20third-party
appsfromthe100appsweusedinSec.IV.Thenwemanually
collected10tracesoftheapplaunchingprocessforeachof
themtoconstructanewtestset,sothisnewtestsetcontains
200traces.Then,weusedprevioustrainingsetasmentioned
inSec.IVandrepeatedtheevaluation.Fig.9ashowsthat
theperformanceoftheclassifierdropsonlyslightly:80.5%
accuracywithTop1result,91.5%accuracyforTop3,and
95.0%forTop5.Itisworthnotingthatthetrainingtraces
werecollected20daysbeforethenewtestsetonadifferent
devicewithadifferentiOSversion.Moreover,someofthe20
appshavebeenupdatedduringthetimeperiod.Forinstance,
BlockchainWallethasbeenupdated,butwearestillableto
detectthelaunchingprocessofitwithhighconfidence(90%
Top1accuracyforthisapp).

2)Pattern Matching:Werecollectedtracesof11 ma-
joractivitiesinBlockchain Wallet,5traceseach. Weran-
domlyselected5previously-collectedtracesofeachactivity
(Sec.V-B1)asthesignaturetraces,andusedthesimilar
methodtodrawaheatmap(Fig.9b).Thistime,x-axismeans
non-jailbroken(testing)device,andy-axismeansjailbroken
(training)device. Wenormalizedthedistanceperrowusing
cell(i,j)asthebase(wkinSec.V-A),sothateachdiag-
onalvalueis1.FromFig.9b,wecanclearlyseethatthe
make-payment(0)andreturn-to-home-screen(10)
andactivitycanbeclearlydistinguished.Someactivities
arenotsodistinguishable(e.g.,menu-settings(7)and
menu-backupfunds(2))becausetheseactivitiesconsistof
commonsub-activities(i.e.
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Fromtheseexperiments,weshowthatourdemonstrated
attacksarerobustenoughtobetrainedonadeviceownedby
theattackerandthentestedusingthedatacollectedfromthe
victim’sdevice.MinordifferencesintheiOSversionsandapp
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Fig.9:Cross-deviceevaluation.

E.PowerConsumption

Weevaluatedthepowerconsumptionofthemonitoring
appwhencollectingside-channeldata.Specifically,weran
theexperimentonajailbrokeniphone7withiOS10.1.1.The
phonewasfullychargedbeforetheexperiment.Itraninthe
foregroundandreadtheAPIs1000timespersecond.This
setupover-approximatesitspowerconsumptionwhenitruns
inthebackground.Themonitoringappcalled[UIDevice
batteryLevel]every1minutetokeeptrackofthere-
mainingbatterylevel.After60minutes,only5%ofbatterywas
consumed,i.e.,lessthan1%per10minutes.Theexperiment
suggeststhatthemonitoringappwillnotdrainthebattery
muchfasterthanregularapps.

F.ExecutionTimeofMachineLearningAlgorithms

Weevaluatedtheexecutiontimeofthesealgorithmswith
theexperimentdatausedinSec.IV-B1.Ouroriginaldata
contains960trainingsamples;eachsamplehas6timeseries;
andeachtimeseriesconsistsof5000datapoints.Tocompare
theperformanceofthesetwoalgorithms,wereportinTableVI
theexecutiontimeofclassifyingonetesttraceusingthese
twoalgorithmswheneachtimeserieshas50,500,5000data
points,andwhenthetrainingsetiscomposedof480or960
trainingsamples.NotethatthekNNalgorithmdoesnothave
atrainingphase.Itcompareseachtestingsamplewithall
trainingsamplestocalculatethedistance.Fromthetable,we
canseetheexecutiontimeofkNNalgorithmislineartothe
numberoftrainingsamples.TheSVMalgorithmhasseparated
trainingandtestingphases.Itistheexecutiontimeofthe
testingphasethatisofinterest(reportedinTableVI).The
executiontimeofSAX+BOP+SVMalgorithmissignificantly
shorterthankNNinourcase; whenthetracehas5000
datapoints,thekNNalgorithmtooktoolongtocomplete.
Therefore,theclassificationframeworkpresentedinSec.IV-A
ismuchmoreefficient.

Incontrast,thereasonforselectingkNN+DTWalgorithm
forthepatternmatchingtaskinSec.Visthatthenumber
ofin-appactivitiesforeachappissmall(e.g.,11inboth
BlockchainwalletandVenmo)andthenumberofdatapoints
arefewer(e.g.,onaverage30.54datapointsinourexperi-
ments).Tocomputethedistanceusingthemulti-dimensional
DTWalgorithm(withthe4VMfeatures)betweentwotraces,
theaverageexecutiontimewasonly0.03second.
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datapoints 50 500 5000
classifier kNN SVM kNN SVM kNN SVM

480trainingsamples 48 0.07 536 0.11 — 0.15
960trainingsamples 94 0.08 1095 0.13 — 0.17

TABLEVI:Executiontimecomparison(inseconds).

VIII. COUNTERMEASURES

Weformulatedthefollowingcountermeasuresanddis-
cussedthem withagroupof Appleengineers who were
assembledspecificallytoaddressourattacksiniOS.

•Eliminatingtheattackvectors.RemovingtheAPIsthatlead
toinformationleakagewillcompletelyeliminatethethreats.
However,asstatedinSec.III,amongthe7,418iOSappswe
staticallyanalyzed,host_statistics64()isprobably
usedbyabout1,230appsandgetifaddrs()ispotentially
usedby3,955apps.EliminatingsuchwidelyusedAPIsmay
causesignificantcompatibilityissues.Thisconcernhasalso
beenconfirmedbyAppleengineers,whobelieveditisdifficult
tosimplyremovetheseAPIsfromiOSbecausetheyareused
bysomehigh-profileapps.

•Ratelimiting.Inour(firsttwocategoriesof)attacks,the
monitoringappcallstheAPIsatarateof1000timesper
second.Itisintuitivethatbylimitingtherateatwhichan
appcanquerythesensitiveAPIs,mostapplicationsmaystill
workwhiletheattackscanbemitigated. Weenvisionrating
limitingcanbeimplementedbycachingthereturnvaluesinthe
kernelandupdatingthecachedvalueonlyNtimespersecond.
Theninourexperiments,every(1000/N)thdatapointofour
originaldataispreserved.Toevaluatetheeffectivenessofthese
methods,wefiltereddatapointsaccordinglyforbothtraining
andtesting,andthenrepeatedtheexperimentsinSec.IV-B1.
Thetop1,2,and3classificationaccuracywiththemaximum
samplerateof5,10,100,500,and1000persecondareshown
inFig.10a.Fromthefigurewecanseethatasamplerateof10
persecondisstillhighenoughtoconductside-channelattacks,
withtop1accuracyof69.6%andtop3accuracyof78.3%.
Thisresultalsosuggestourclassificationframeworkremains
robustevenwithlessdata.Theeffectivenessoftheattacks
decreasesdramaticallywhenthesampleratedropsto5/s,
however.WehavediscussedtheseideasandresultswithApple
andwereinformedthatratelimitinghasbeenimplementedin
iOS11.1forhost_statistics64(),aswellasmacOS
HighSierra10.13.1,watchOS4.1andtvOS11.1.

•Coarse-grainedreturnvalues.Anotherapproachtocoun-
teringtheattacksistoreducethegranularityofthereturn
values.Forinstance,insteadofreturningtheexactnumber
ofpagefaults,freepages,orbytessent/receivedfromthe
Wifi interface,etc.,thelast1,2,or3decimaldigitsof
thevaluescanbemasked. Weevaluatedthismethodforthe
experimentwedidinSec.IV-B1byreducingthegranularity
ofall6features.Weshowthetop1,2,and3accuracyofthe
classificationinFig.10b.Asseeninthefigure,whenreducing
thegranularityofthereturnvalues,theclassificationaccuracy
decreasesaccordingly.Theaccuracydropstoareasonablylow
levelwhenmasking3digits(28.8%top1accuracyand41.3%
top3accuracy).Applehasimplementedthisapproachfor
getifaddrs()iniOS11toroundthevaluesofibytes
andobytesto1KBytes.

•Runtimedetection.Analternativeapproachistomonitorthe

useoftheleakyAPIswhilesomesensitiveappsarerunning
intheforeground.ThisideahasbeenillustratedinAndroid
byZhangetal.[65]on Androidusinganon-privileged
guardianapp.Duetothemorestrictcross-appisolationon
iOS,however,thistaskcanonlybeaccomplishedbythe
systemitselfoniOS.

•Privacy-preservingstatisticsreporting.Xiaoetal.[61]pro-
posedaprivacy-preservingprocfstomitigatesidechannels
resultedfromtheprocfsinLinuxOS,sothatstatistics
reportingthroughprocfssatisfiesd-privacy,avariationof
differentialprivacy.ApplecouldmodifytheOSkerneland
implementsimilarfunctionalitiestotheseleakyAPIs.The
effectivenessandperformanceoverheadofsuchapproachon
iOSwarrantfurtherresearch.

•RemovingthefileExistsAtPathtimingchannel.Apple
hasmadekernel-levelchangesinitsVFSimplementationto
eliminatethistimingchannel. Wehaveconfirmedthatthe
timingchannelhasbeeneliminatediniOS11.

IX. RELATEDWORK

Closesttoourworkisthestudiesofprocfssidechannels
onLinuxandAndroid.Particularly,Zhangand Wang[64]
demonstratedside-channelattacksthroughprocfsonLinux
toeavesdropusers’keystrokes.JanaandShmatikov[42]
exploitedprocfsonLinuxtoinferthewebsiteaChrome
browservisitsbytakingsnapshotsofitsmemoryfootprint
(e.g.,dataresidentsize). Qianetal.[56]exploitederror
packetcountersreportedin/proc/net/tofacilitateoff-path
TCPsessionhijackingattacks.Zhouetal.[67]demonstrated
inferenceattacksusingprocfsonAndroidtolearnavictim
app’sactivitybylearningitspacketstatistics.Chenetal.[31]
extractedthevictimapp’sCPUutilizationtime,memoryusage,
andnetworkusagefromvariousprocfsfilestodetect
activitytransitionandthenidentifytheforegroundactivity.
Linetal.[45]employedprocfstoextractanapp’sCPU
usagetodetectuser’skeypressoperationonAndroid.Zhanget
al.[65]exploredsimilarchannelsfromprocfstofingerprint
userbehaviorthroughtheAndroidappsofIPcameras.Most
recently,Diaoetal.[36]studiedtheuseofglobalinterrupt
countersinprocfstoinfertheuser’sunlockpatternsand
foregroundapps.

Someotherresearchhasexploredtheuseofmobilesen-
sorsforconstructingsidechannels.Besideslocationleakage
throughGPS[44],[55],accelerometers[23],[41],[47],[53],
[59], magnetometer[57],gyroscope[50],[52],[59],and
orientationsensor[29],[63]havealsobeenexploitedtoinfer
theuser’slocation,movement,andevenkeystrokes(thusPIN
andpasswords).Thesepapersallstudiedsensor-basedside
channelsonAndroid.UnlikeAndroidwhichallowsathird-
partyapptostealthilyusethesesensors,iOSrequiresspecial
entitlementstousethesesensors.Forinstance,toacquireGPS
information,aniOSappneedstoasktheusertoauthorizeGPS
usesexplicitly[7];tousemotionsensors,suchasaccelerom-
eters,magnetometers,andgyroscopes,startingfromiOS10,
developersmustplaceNSMotionUsageDescriptioninto
Info.plist[19].However,oncethepermissionisgranted,
similarside-channelattacksmaybeconductedoniOSdevices.

There wereonlyafewpast workexploringiOSside
channels.Buttheirthreatmodelswereverydifferentfrom
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Fig.10:Countermeasureexperimentsonappclassification.

ours.Forexample,Marquardtetal.utilizedaccelerometerson
iPhone4toperforminferenceattackagainstakeyboardplaced
nexttothedevice[48],whileourworktargetsatotherapps
onthesamedevice.Genkinetal.[39]demonstratedthatusing
magneticprobesplacedclosetotheiPhoneorpowerprobes
connectedtotheiPhone’sUSBcable,ECDSAkeysusedin
OpenSSLandCoreBitcoinoniPhonescanbeextracted.Our
attacksdonotassumephysicalpossessionofthedevicebythe
attacker.Therefore,magneticorpowerattacksareoutofthe
scopeofourthreatmodel.

SomeexistingstudiesfocusoniOSsecurity,butnoton
side-channelleakage.Forexample,Wangetal.[60]proposed
amethodtoinjectexploitablevulnerabilitiesiniOSappto
bypasstheappvetting.Xingetal.[62]discoveredaseries
offlawsiniOSandOSX,whichallowtheattackertogain
unauthorizedaccesstootherapps’sensitivedata.Deshotels
etal.[35]examinedtheflawsiniOSsandboxprofilesand
showedhowanappcanutilizethemtolearnsensitiveinfor-
mationabouttheuser.

X. CONCLUSION

Inthispaper,wepresentedthefirstexplorationofOS-
levelsidechannelsoniOS.Ourstudysuggeststhatalthough
iOSdoesnothaveprocfsorpermitqueryingper-app
statisticinformation,therearestillAPIsthatallowathird-
partyapptoqueryglobalstatisticsofthememoryandnetwork
resources,ortoconstructtimingchannelstobreakfilesystem
sandboxes. Weshowthreecategoriesofside-channelattacks
thatexploittheseAPIstoextractprivateuserinformation,
whichincludeinferringforegroundapps,fingerprintingvisited
websites,identifyingmapsearches,de-anonymizingusersof
Bitcoin Wallet,detectinginstalledapps,etc.Thesedemon-
stratedattacksshowedthatsimilartoAndroid,cross-appside-
channelattacksoniOSarealsofeasible.Ourstudyhashelped
ApplemitigatethesesecuritythreatsiniOS/MacOS.
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